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m
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1.
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2.
Real-Life O
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Gam

m
a Group - Fields of O

peration 

G
am

m
a TSE  

•
 Technical Surveillance Equipm

ent 

•
 Surveillance Vans 
 

G
2System

s  

•
 Intelligence Training 

•
 VIP Protection 
 

G
am

m
a International  

•
 FinFisher - IT Intrusion 

•
 Com

m
unication M

onitoring 
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Facts, Sales &

 Support O
peration 

•
 Founded:  
   1996  

•
 O

ffice Locations:  
   9 offices in 4 continents 

•
G

am
m

a G
roup Turnover : 

    EU
R 80’ (in 2010)  

•
Em

ployees :  
    78 Globally  

U.S.A. 
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Target Clients 

� Law
 Enforcem

ent Agencies:  
  

Police (Intelligence, Special Branch), Anti -Corruption,   
 

VIP Protection, Presidential Guard, Custom
s, N

aval  &
  

 
Boarder Security 

� Intelligence Agencies:  
 

Internal and External Security  Departm
ents 

� M
ilitary:    

 
Intelligence, Signal Intelligence, Arm

y, N
avy, Air Force 

� Special Events:  
 

International Conferences &
 Events 

 G
am

m
a International serves G

overnm
ental Custom

ers only 
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History and Background of FinFisher 

•
 Research starting point w

as the m
ost governm

ent used 
   Intrusion tool Backtrack (4 M

illion dow
nloads)   

 

•
Generating a team

 of w
orld class intrusion and research  

   specialists and program
m

ers (w
ell know

n through public  
   presentations at conventions i.e. Black Hat, DEFCO

N
,  

   SHM
O

O
CO

N
, etc.)  

 

•
 M

ade in G
erm

any exclusively by Gam
m

a International 
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FinFisher IT Intrusion Portfolio 

Rem
ote M

onitoring 
    &

 Infection Solution 

Tactical IT Intrusion Portfolio 

IT Intrusion Training Program
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Requirem

ent of Governm
ental IT Intrusion 

Due to changes in technology, traditional passive m
onitoring system

s face new
 

challenges that can only be solved by com
bining them

 w
ith active solutions. 

 •
Encryption technologies: 

�
SSL/TLS Encryption (W

eb, E-M
ail, M

essenger, …
) 

�
Instant M

essaging (Skype, Sim
pLite, Blackberry M

essenger ...) 

�
Data Encryption (PGP, S/M

IM
E, ...) 

�
Hard-Disk Encryption (Truecrypt, SafeGuard, ...) 

�
VPN

 Connections 

•
G

lobal m
obility of Devices and Targets 

•
Anonym

ity  through Hotspots, Proxies, W
ebm

ail, …
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Governm

ental IT Intrusion in the N
ew

s 
IT Intrusion is used w

orldw
ide by m

any governm
ents since several years. 
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Governm

ental IT Intrusion - Legal Situation 
N

ew
 law

s are being established all around the w
orld and Trojan-Horse technology 

is already legally used in m
any countries. 
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Hum

an Intelligence / O
nline Research 

 Typical O
perations: 

 
Search Engines:  
� Craw

ls public w
ebsites and archives 

� Provides im
portant intelligence for m

ost operations 
� Dem

o: M
altego 

  Social N
etw

orks:  
� Link Analsys: See all friends, job history, interests, etc 
� See current activities 
� Extract GPS Inform

ation from
 Photos 

� Dem
o: G

eotag Photos 



13 
Table of Content 

 
1.

Introduction 
 

2.
Hum

an Intelligence 
 

3.
Tactical O
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Tactical O

perations / U
SB Forensics 

 Typical O
perations: 

 
Public System

s:  
� Q

uick Forensic Analysis (20-30 seconds) 
� Essential tool for Technical Surveillance U

nits  
  Target System

s:  
� U

sing Sources that have physical access to autom
atically 

extract Intelligence  
� Dongle can be used e.g. by housekeeping staff 



15 
Tactical O

perations / Local Area N
etw

orks 

 Typical O
perations: 

 
W

ireless N
etw

orks: 
� Break Encryption and record all Traffic 
� Provide Fake Access-Point 
� Dem

o: W
EP/W

PA Crack and FakeAP 
  M

onitor LAN
 System

s: 
� Record U

sernam
es and Passw

ords 
� Access system

s w
ith enabled shares 

� Dem
o: M

iTM
 and SM

B shares 
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Client Intrusion / M

alicious Files 

 Typical O
perations: 

 
Social Engineering: 
� Prepare files w

ith m
alicious content 

� Exam
ples: M

acros for O
ffice, Java Popups for PDF (fixed) 

   Exploits: 
� U

se vulnerabilities in Client softw
are 

� N
ew

 bugs found on daily basis 
� Dem

o: Client-Side Exploit (Brow
ser) 
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Server Intrusion / Archives 

 Typical O
perations: 

 
Server Profiling: 
� Get Inform

ation about Servers 
� See old versions of w

ebsites 
   Form

er Defacem
ents: 

� See w
hether server has been com

prom
ised before 

� Retrieve nam
e of form

er attackers 
� Dem

o: Defacem
ent Archive 
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Server Intrusion / Exploits 

 Typical O
perations: 

 
W

eb Applications: 
� Access server through vulnerabilities in w

eb application 
� Variety of bugs, e.g. SQ

L Injection, XSS, File-Inclusion 
� Dem

o: W
eb Application Hacking 

  Server Softw
are: 

� U
se vulnerabilities in Server softw

are 
� Few

 bugs but very pow
erful 
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Denial of Service / N

etw
orks 

 Typical O
perations: 

 
Client Jam

m
er: 

� Jam
 dedicated com

puters on Local Area N
etw

orks 
� Jam

 dedicated com
puters on the internet 

� Dem
o: Jam

 Client 
  Distributed Denial of Service: 
� Jam

 com
plete infrastructures 

� Sim
ple to use softw

are w
ith m

assive effect 



22 
Table of Content 

 
1.

Introduction 
 

2.
Hum

an Intelligence 
 

3.
Tactical O

perations 
 

4.
Client/Server Intrusion 
 

5.
Denial of Service 
 

6.
Conclusion 
 



23 
Conclusion 

•
M

ost Governm
ent Agencies use IT Intrusion techniques since 

several years 

•
Due to the rapid change of the Internet and com

m
unication 

techniques, IT Intrusion is an absolute requirem
ent in addition to 

traditional Law
ful M

onitoring Solutions 

•
There’s a w

ide range of possible techniques and the O
perators 

need to be highly trained in order to use the right techniques in 

the right places 
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FinFisher – The Com

plete IT Intrusion Portfolio 

Provider 
Internet 

LAN
 

LEM
F FinFisher HQ

 System
s 

FinFly LAN
 

FinSpy M
obile 

FinFireW
ire FinU

SB Suite 

FinIntrusion Kit 

FinFly U
SB 

FinFly ISP Law
ful Intercept 

Physical 
FinFly W

eb 

FinSpy 
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Vielen Dank für die Aufm

erksam
keit 

Q
uestions? 

 End of Day 1. 
 Thank you for your attention! 
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Day 2: 

1.
FinFisher Portfolio 

�
Product Range 

�
Training Courses 

�
Support 

2.
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perations 
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Tactical IT Intrusion Portfolio 

Rem
ote M

onitoring 
    &

 Infection Solution 

Tactical IT Intrusion Portfolio 

IT Intrusion Training Program
 

FinU
SB Suite 

FinIntrusion Kit 

FinFireW
ire 
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FinU

SB Suite / O
perational U

sage 

The FinU
SB Suite is designed to covertly extract data  

from
 Target System

s. 
 Typical O

perations: 
 

Public System
s:  

�
Q

uick Forensic Analysis (20-30 seconds) 
�

Essential tool for Technical Surveillance U
nits  

 Target System
s:  

�
U

sing Sources that have physical access to autom
atically 

extract Intelligence  
�

Dongle can be used e.g. by housekeeping staff 
�

Data is fully encrypted and can only be decrypted in HQ 
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FinU

SB Suite / Core Features 

•
Extraction of U

sernam
es and Passw

ords for all com
m

on 
softw

are like: 
 �

E-M
ail Clients 

�
M

essengers 
�

Brow
sers 

 
•

Silent Copying of Files (Search Disks, Recycle-Bin, Last O
pened) 

 
•

Extracting N
etw

ork Inform
ation (Chat Logs, Brow

sing History, 
W

EP/W
PA(2) Keys, Cookies, …

) 
 

•
Com

pilation of System
 Inform

ation (Running/Installed Softw
are, 

Hard-Disk Inform
ation, …

) 
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FinU

SB Suite / Headquarter Softw
are 

The FinU
SB HQ

 provides target-specific configurations and professional data analysis. 
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FinU

SB Suite / Professional Reports 

Sam
ple report generated by the FinUSB HQ

 softw
are: 
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•
N

otebook (W
indow

s 7, FinU
SB HQ

) 
   

 •
10 FinU

SB Dongles 
   

•
2 Bootable CD-Rom

s 

FinU
SB Suite / Portable U

nit 
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Tactical IT Intrusion Portfolio 

Rem
ote M

onitoring 
    &

 Infection Solution 

Tactical IT Intrusion Portfolio 

IT Intrusion Training Program
 

FinU
SB Suite 

FinIntrusion Kit 

FinFireW
ire 
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FinIntrusion Kit / O

perational U
sage 

The FinIntrusion Kit is a portable IT Intrusion kit w
hich can be used for various 

strategic and tactical attacks by red-team
s inside or outside the Headquarters. 

 Typical O
perations: 

 
W

ireless N
etw

orks: 
�

Break Encryption and record all Traffic 
�

Record U
sernam

es and Passw
ords even for SSL-encrypted 

sites (e.g. Facebook, M
ySpace, O

nline Banking) 
 Access rem

ote System
s: 

�
Gain access to rem

ote Infrastructures and W
ebservers 

�
Get access to E-M

ail Accounts  
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FinIntrusion Kit / Core Features 

•
Discover W

ireless LAN
s (802.11) and Bluetooth® devices 

•
Recover W

EP (64 and 128 bit) Passphrase w
ithin 2-5 m

inutes 

•
Break W

PA1 and W
PA2 Passphrase using Dictionary Attacks 

•
Em

ulate Rogue W
ireless Access-Point (802.11) 

•
Actively m

onitor Local Area N
etw

ork (W
ired and W

ireless) and extract 

U
sernam

es and Passw
ords even for SSL/TLS-encrypted Sessions like 

G
M

ail, Hotm
ail, Facebook, etc. 

•
Rem

otely break into E-M
ail Accounts using N

etw
ork-, System

- and 

Passw
ord-based Intrusion Techniques 
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FinIntrusion Kit / O

peration Center 

The O
peration Center provides easy-to-use point-and-click attacks. 
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•
N

otebook (FinTrack, FTO
C) 

   
 •

Autorun and bootable U
SB Device 

   
•

FinTrack bootable CD-Rom
 

  
 •

W
ireless Intrusion Hardw

are 

FinIntrusion Kit / Covert Tactical U
nit 
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Tactical IT Intrusion Portfolio 

Rem
ote M

onitoring 
    &

 Infection Solution 

Tactical IT Intrusion Portfolio 

IT Intrusion Training Program
 

FinU
SB Suite 

FinIntrusion Kit 

FinFireW
ire 
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FinFireW

ire / O
perational U

sage 

The FinFireW
ire product enables quick and covert access to locked Target System

s 
w

ithout loosing critical evidence due to requiring to reboot the system
. 

 Typical O
perations: 

 
U

nlock Running System
s: 

�
Get Live access to running System

s, no m
ore need to reboot 

and loose essential Evidence 
�

M
odification of System

 is only tem
porary and reverted after 

O
peration 

 Dum
p RAM

 Inform
ation: 

�
Extract data from

 physical RAM
 for Forensic analysis 

�
Recover crypto passw

ords and m
ore 
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FinFireW

ire / Core Features 

•
The product functions on any m

ajor O
perating System

 such as 

M
icrosoft W

indow
s (XP -> 7), Linux and M

ac O
SX 

•
The product enables the agent to access the Target System

 w
ithout 

providing any passw
ord 

•
N

o reboot is required, quick and covert access is possible w
ithout 

loosing im
portant evidence 

•
All configured RAM

 can be recorded into a file and later analyzed in 

com
m

on Forensic tools like Encase to discover e.g. Hard-Disk 

Encryption Passw
ords 

•
W

orks w
ith FireW

ire/1394, PCM
CIA and Express Card 

 



41 
FinFireW

ire / U
ser Interface 

O
nce connected to the Target System

, the softw
are provides a easy-to-use point-

and-click Interface. 
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•
FinFireW

ire Softw
are 

    
 •

FireW
ire Cables for all Ports 

   
•

PCM
CIA / Express Card Adapters 

  
 FinFireW

ire / Portable U
nit 
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Rem

ote M
onitoring and Infection Solutions 

Rem
ote M

onitoring 
    &

 Infection Solution 

Tactical IT Intrusion Portfolio 

IT Intrusion Training Program
 

FinSpy 

FinFly 

FinSpy M
obile 
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FinSpy / O

perational U
sage 

FinSpy is an advanced Intrusion system
 w

hich once im
plem

ented into a Target 
System

 guarantees full access to the system
 w

ith advanced features. 
 Typical O

perations: 
 

M
onitor Encrypted Com

m
unication: 

�
Full access to all com

m
unication including Skype 

�
Record even SSL-encrypted Com

m
unication 

  Rem
otely Access Target System

s: 
�

Full File-System
 Access 

�
Surveillance through W

ebcam
 and M

icrophone 
�

Live M
onitoring even if Targets are in foreign Countries 
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FinSpy / Core Features 

•
The product functions on any m

ajor O
perating System

 such as 

M
icrosoft W

indow
s (2000 -> 7), M

ac O
SX and Linux 

•
All com

m
unication and all tem

porary files are fully encrypted 

•
Target softw

are is regularly tested to b
yp

ass th
e

 w
o

rld
’s to

p
 4

0
 A

n
ti-

Virus applications and hide deep inside the Target System
 

•
True location of the Headquarter is com

pletely hidden through 

anonym
izing Proxies around the w

orld 

•
The system

 can be fully integrated w
ith an existing Law

 Enforcem
ent 

M
onitoring Functionality (LEM

F)  

•
Court-proof Evidence according to European Standards 
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FinSpy / Target Features 

•
Full Skype M

onitoring (Calls, Chats, File Transfers, Video, Contact List) 

•
Recording of all VoIP com

m
unication 

•
Live Surveillance through W

ebcam
 and M

icrophone 

•
Country Tracing of Target 

•
Full File-Access:  Live File-Brow

sing, capturing of 

deleted/printed/opened Docum
ents 

•
Process-based Keylogger for faster analysis 

•
Forensic Tools for Live Rem

ote Forensic 

•
Enhanced Filtering of data and recorded Inform

ation 
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FinSpy / N

etw
ork Layout 

W
ith the FinSpy M

aster LEM
F Interface the tactical solution can be fully integrated 

into the Law
 Enforcem

ent M
onitoring Functionality (LEM

F) 

Internet 
The infected Target System

 sends 
a heartbeat to the FinSpy Relay(s) 
as soon it is online 

The FinSpy Relay(s) forw
ard 

connections betw
een 

Targets and M
aster 

The FinSpy M
aster m

anages all Targets 
and Agents and stores the Data 

infected 
Target PC 

FinSpy Agents 

LEM
F 

M
onitoring Center 

FinSpy M
aster 

H
eartbeat 

FinSpy Relay 

FinSpy Relay 
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FinSpy / U

ser Interface 

The w
hole system

 is controlled through the easy-to-use G
raphical U

ser Interface. 
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•
FinSpy M

aster and Relay 
   

 •
FinSpy Agent(s) 
      

 FinSpy / Strategic System
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Rem

ote M
onitoring and Infection Solutions 

Rem
ote M

onitoring 
    &

 Infection Solution 

Tactical IT Intrusion Portfolio 

IT Intrusion Training Program
 

FinSpy 

FinFly 
�

U
SB 

�
W

eb 

�
LAN

 

�
ISP 

FinSpy M
obile 
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FinFly U

SB / O
perational U

sage 

FinFly U
SB provides an easy-to-use and reliable w

ay of installing Rem
ote 

M
onitoring Solutions on Target System

s w
hen physical access is available. 

 Typical O
perations: 

 
Deploy FinSpy on running System

: 
�

Plug-in U
SB in running Target System

 to install FinSpy 
    Deploy FinSpy on turned off System

: 
�

Boot U
SB to autom

atically deploy FinSpy 
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FinFly U

SB / Core Features 

•
Com

m
on U

SB Device w
ith hidden functionality 

•
Autom

atic execution on W
indow

s 2000/XP based System
s 

•
O

ne-Click execution on W
indow

s Vista/7 based System
s 

•
Autom

atic Installation through bootable System
 

•
Can even infect sw

itched off Target System
s w

hen the Hard-Disk is 

fully encrypted w
ith TrueCrypt 
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•
5 FinFly U

SB Dongles 
    

 •
Full Integration into FinSpy 
    

 FinFly U
SB / Hard- and Softw

are 
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Rem

ote M
onitoring and Infection Solutions 

Rem
ote M

onitoring 
    &

 Infection Solution 

Tactical IT Intrusion Portfolio 

IT Intrusion Training Program
 

FinSpy 

FinFly 
�

U
SB 

�
W

eb 

�
LAN

 

�
ISP 

FinSpy M
obile 
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FinFly W

eb / O
perational U

sage 

FinFly W
eb is designed to covertly inject a configurable softw

are into rem
ote 

Target System
s through integration in W

ebsites. 
 Typical O

perations: 
 

Deploy FinSpy through custom
 Hom

epages: 
�

Create W
ebsite of Target Interest Field 

�
Infect Target w

ith FinSpy w
hen it vists the W

ebsite 
  Create FinFly LAN

/FinFly ISP M
odule 

�
Create Infection M

odule for Integration into FinFly LAN
 and 

FinFly ISP 
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FinFly W

eb / Core Features 

•
All com

m
on Brow

sers are supported 

•
Various M

odules are available for Infection 

•
Supports generation of Stand-Alone W

ebsites to infect Targets 

w
here only E-M

ail Address or U
sernam

e inside a Discussion 

Board is know
n 

•
Creates FinFly LAN

/FinFly ISP Packages to inject the M
odules 

even into popular sites like GM
ail, YouTube, etc. 
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FinFly W

eb / LAN
 / ISP Integration 

O
nline Banking 

W
ebm

ail 

Video Portal 

Social N
etw

ork 

Local ISP 

Internet 
Gatew

ay 

Target 
for Infection 

(W
)LAN

 

FinFly ISP 

FinFly LAN
 

FinFly W
eb 
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 FinFly W

eb / Hard- and Softw
are 

•
FinFly W

eb U
ser Interface 
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Rem

ote M
onitoring and Infection Solutions 

Rem
ote M

onitoring 
    &

 Infection Solution 

Tactical IT Intrusion Portfolio 

IT Intrusion Training Program
 

FinSpy 

FinFly 
�

U
SB 

�
W

eb 

�
LAN

 

�
ISP 

FinSpy M
obile 
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FinFly LAN

 / O
perational U

sage 

FinFly LAN
 is designed to covertly inject a configurable softw

are into rem
ote 

Target System
s in Local Area N

etw
orks. 

 Typical O
perations: 

 
Deploy FinSpy through Hotspots: 
�

Install FinSpy on Target System
 through Hotspot W

ireless 
N

etw
ork 

�
Deploy by infecting com

m
on W

ebsites (e.g. YouTube) 
 Deploy FinSpy through LAN

: 
�

Install FinSpy on Target System
 in Local Area N

etw
ork 

�
Deploy by injecting fake Softw

are U
pdates 
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FinFly LAN

 / Core Features 

•
Discovers all com

puter system
s connected to the Local Area 

N
etw

ork via IP-Address, M
AC-Address, Host-N

am
e 

•
W

orks in W
ired and W

ireless (802.11) netw
orks 

•
Can be com

bined w
ith FinIntrusion Kit for covert netw

ork access 

•
Hides Rem

ote M
onitoring Solution in Dow

nloads of Targets 

•
Injects Rem

ote M
onitoring Solution as Softw

are U
pdates 

•
Rem

otely installs Rem
ote M

onitoring Solution through 

W
ebsites visited by the Target 
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Router 
Gatew

ay 

Target 
for Infection 

Search for 
the Target 

FinFly LAN
 / W

orkflow
 

FinFly LAN
 

- Target - 
IP, M

AC, H
O

ST 
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 FinFly LAN

 / Hard- and Softw
are 

•
FinFly LAN

 U
ser Interface 
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Rem

ote M
onitoring and Infection Solutions 

Rem
ote M

onitoring 
    &

 Infection Solution 

Tactical IT Intrusion Portfolio 

IT Intrusion Training Program
 

FinSpy 

FinFly 
�

U
SB 

�
W

eb 

�
LAN

 

�
ISP 

FinSpy M
obile 
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FinFly ISP/ O

perational U
sage 

FinFly ISP is designed to covertly inject a configurable softw
are into rem

ote Target 
System

s through ISP netw
orks. 

 Typical O
perations: 

 
Deploy in Backbone of ISP: 
�

Install FinSpy on Target System
s by selecting their 

U
sernam

e/RADIU
S nam

e for Infection 
 

 Install in Core of Local Area N
etw

orks: 
�

Install in sm
all ISP/LAN

 Environm
ents to install FinSpy on 

local clients (e.g. in Hotels or Corporate N
etw

orks) 
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FinFly ISP / Core Features 

•
Identify Targets by:  

�
U

sernam
e, Passw

ord (e.g. xDSL) 

�
M

AC-Addresses (Cable) 

�
Dial-in phone num

ber (ISDN
, PO

TS) 

�
IM

SI, T-IM
SI, M

SISDN
 (Internet Access in M

obile N
etw

orks) 

•
Hides Rem

ote M
onitoring Solution in Dow

nloads of Targets 

•
Injects Rem

ote M
onitoring Solution as Softw

are U
pdates 

•
Rem

otely installs Rem
ote M

onitoring Solution through 

W
ebsites visited by the Target 
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strategic 
... m

ore tactical 

Access 
DSLAM

 
BRAS 

ISP N
etw

ork 

Internet 
Subscriber 

Core 

RADIU
S 

DHCP 
Diam

eter 
AAA 

FinFly ISP / Deploym
ent Exam

ple  
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Access 
DSLAM

 
BRAS 

Internet 

Subscriber 

Core 

RADIU
S 

AAA 

Target for 
Infection 

FinFly ISP / W
orkflow

 

FinFly ISP 
Infection Proxy 

Server 
FinFly ISP 

RADIU
S Probe 

LEM
F 

FinFly ISP 
M

gm
t. W

orkstation 

FinFly ISP 
M

gm
t. Server 

 IN
FECTIN

G
 

Tgt = „U
sernam

e“ 
is required 
 

„U
se

rn
am

e
“ 

- „U
sern

am
e“ 

- Infection M
ethod 

- Payload 

Search for 
U

sernam
e 

193.99.144.85 

Search for 
192.99.144.85 

193.99.144.85 
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•
FinFly ISP U

ser Interface (GU
I) 

     
 •

Hardw
are – dependent on requires perform

ance 
    

 FinFly ISP / Hard- and Softw
are 
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Rem

ote M
onitoring and Infection Solutions 

Rem
ote M

onitoring 
    &

 Infection Solution 

Tactical IT Intrusion Portfolio 

IT Intrusion Training Program
 

FinSpy 

FinFly 

FinSpy M
obile 
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FinSpy M

obile / O
perational U

sage 

FinSpy M
obile is an advanced Intrusion system

 w
hich once im

plem
ented into a Target 

Phone guarantees full access to the com
m

unication and built-in features. 
 Typical O

perations: 
 

M
onitor all Com

m
unication: 

�
Full access to all basic Com

m
unication like SM

S/M
M

S, Calls, etc 
�

Record even encrypted Com
m

unication like BlackBerry 
M

essenger 
 Live Surveillance: 
�

GPS Tracking of Target Phones 
�

Spycalls to listen Live to Phone 
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FinSpy M

obile / Core Features 

•
The product functions on any m

ajor O
perating System

 such as 

BlackBerry, iO
S (iPhone), Android and W

indow
s M

obile / 

W
indow

s Phone 

•
All com

m
unication and all tem

porary files are fully encrypted 

•
BlackBerry M

essenger surveillance 

•
Recording of incom

ing and outgoing E-M
ails 

•
Location Tracking (Cell IDs and GPS Data) 

•
Live Surveillance through Silent Calls 

•
Basic Com

m
unication Interception like Calls, SM

S/M
M

S, Call Logs 
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FinSpy M

obile / Setup 
The FinSpy M

obile server is connected by infected Target Phones over the Internet 
(GPRS / U

M
TS / W

i-Fi) or through the VoIP Server (SM
S / Phone Calls). 

  

Internet 

Infected 
Target Phones 

TCP/IP 

FinSpy Agents 
FinSpy M

aster 

M
obile Provider 

The infected Target Phone com
m

unicates 
through GPRS/U

M
TS/W

i-Fi or 
SM

S/Voice-Calls 

The FinSpy M
aster 

accepts the connections and 
stores the data inside the database 

FinSpy Relay 

External VoIP 
Provider 

 or 

FinSpy  
VoIP Server 
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FinSpy M

obile / U
ser Interface 

The w
hole system

 is controlled through the easy-to-use G
raphical U

ser Interface. 
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FinSpy M

obile / Infection Techniques 

Various infection techniques exists like: 

•
Rem

ote Infection via Bookm
ark SM

S to Target Phone 

 

•
Provider-Supported Infection via W

AP Push 

 

•
Tactical Infection via Cable or Bluetooth 
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•
FinSpy M

aster and Relay 
   

 •
FinSpy Agent(s) 
    

 •
FinSpy VoIP Server PRI Cards for up to 30 lines 

 FinSpy M
obile / Strategic System
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FinTraining / O

verview
 

W
ith Gam

m
as Team

 of w
orld-leading IT Intrusion experts, a w

ide-range of 
offensive IT Intrusion trainings is available. 

 

•
Trainings conducted in Germ

any or In-Country 

•
Lim

ited to 2-4 participants 

•
Real-Life usable techniques 

•
Fully practical trainings 

 

Custom
 training courses and long-term

 training program
s are part of the 

FinFisher training program
m

. 
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FinTraining / Basic IT Intrusion 

O
utline: This course gives a practical Introduction to the IT Intrusion field covering 

a w
ide-range of basic IT Intrusion techniques w

hich are dem
onstrated and trained 

in real-life scenarios. 

Duration: 5-10 days 

Topics: Profiling, Attacking, Advanced Topics 
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FinTraining / W

ireless IT Intrusion 

O
utline: This course covers all topics related to W

ireless IT Intrusion including the 

m
onitoring of W

ireless netw
orks, breaking the existing encryption protocols, 

attacking W
ireless clients and m

ore. 

Duration: 5 days 

Topics: W
LAN

 802.11, Bluetooth 
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FinTraining / Practical Softw

are Exploitation 

O
utline: This course is a practical training on using exploits for IT Intrusion 

purposes, e.g. using the latest Adobe Acrobat exploits to hide FinSpy inside PDF 

files.  

Duration: 5-10 days 

Topics: Exploit Introduction, M
etasploit, Sim

ple Reverse Engineering 

 



83 
FinTraining / Practical W

eb Application Exploitation 

O
utline: This course focuses on W

eb Application security and show
s m

any 

different w
ays on analyzing them

 for security issues and using them
 to get rem

ote 

access to w
eb-servers. 

Duration: 5-10 days 

Topics: Identifying Softw
are, Exploiting Vulnerabilities 
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FinTraining / Practical Penetration Testing 

O
utline: This course covers a w

ide-range of penetration testing exam
ples w

hich is 

conducted through several practical exam
ples. 

Duration: 5-10 days 

Topics: N
etw

ork Attacks, M
etasploit, Backdoors, Phishing, W

ardialing, SSL Attacks 
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FinTraining / O

ther Exam
ple Topics 

•
Profiling of Target W

ebsites, N
etw

orks and Persons 

•
Tracing of anonym

ous E-M
ails 

•
Rem

ote access to W
ebm

ail Accounts 

•
Security Assessm

ent of W
eb-Servers &

 W
eb-Services 

•
Attacks on critical Infrastructures 

•
M

onitoring Hot-Spots, Internet Café’s and Hotel N
etw

orks 

•
Intercept and Record Calls (VoIP and DECT) 

•
Cracking Passw

ords 

•
…

. 

 

All O
ffensive IT Intrusion related topics can be provided on request. 
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Professional Support 

O
nline Support W

ebsite includes: 

�
U

ser M
anuals 

�
Product Roadm

aps 

�
Product Change-Logs 

�
Frequently Asked Q

uestions 

�
Bug Reporting System

 
 

Softw
are updates provided via: 

�
Dow

nload from
 W

eb 

�
Via O

nline U
pdate System
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O

perational Achievem
ents / Tactical IT Intrusion Portfolio 

Scenario 1: FinIntrusion Kit  I 
An Intrusion U

nit parks w
ith a Surveillance vehicle  

in front of a target com
pany and breaking w

ith a  
directional antenna connected to the FinIntrusion Kit 
into the targets netw

ork and extracting confidential  
inform

ation,  passw
ords and user accounts. 

 Scenario 2: FinIntrusion Kit II 
The FinIntrusion Kit is w

idely used to rem
otely gain 

access to Target Em
ail Accounts and Target W

eb-
Servers (e.g. Blogs, Discussion Boards) and m

onitor 
their activities, including Access-Logs and m

ore. 
Also several custom

ers use it to supply intelligence to 
TSU

’s for their operations. 
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O

perational Achievem
ents / Tactical IT Intrusion Portfolio 

Scenario 3: FinFireW
ire 

A Forensic U
nit entered the apartm

ent of a Target and 
tried to access the com

puter system
. The com

puter w
as 

sw
itched on but the screen w

as locked. 
The unit w

ould have lost all data by sw
itching off the 

system
 as the hard-disk w

as fully encrypted. The unit used 
FinFireW

ire to unlock the running Target System
 enabling 

the Agent to copy all files before sw
itching the com

puter 
off. 
 Scenario 4: FinU

SB Suite 
A target enters an Internet Café and checks his em

ail. 
FinU

SB had been applied after the suspect left the facility in 
order to extract all previously visited W

eb pages and 
passw

ords entered. 
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O

perational Achievem
ents / Rem

ote M
onitoring 

Scenario 5: FinSpy 
FinSpy w

as installed on several com
puter system

s inside 
Internet Cafes in critical areas in order to m

onitor them
 for 

suspicious activity, especially Skype com
m

unication to 
foreign individuals. U

sing the W
ebcam

, pictures of the 
Targets w

ere taken w
hile they w

ere using the system
. The  

build in Evidence Protection enabled the LEA to use the  
inform

ation in court (in accordance to EU
 standards). 

 Scneario 6: FinSpy M
obile 

FinSpy M
obile w

as installed on a Blackberry w
here the Blackberry 

M
ail and M

essaging are encrypted via the RIM
 server. 

In such a case, FinSpy M
obile w

ill guarantee full access to 
Phone &

 Spy Calls, SM
S, G

PS Location, BB M
essaging etc. 
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O

perational Achievem
ents / Rem

ote M
onitoring 

Scenario 7: FinSpy / VIP Protection 
FinSpy w

as deployed on the N
otebook and M

obile Phone 
of a VIP in order to be able to m

onitor the surroundings 
and have the capability to identify the current location 
in case of em

ergencies. The sam
e procedure w

as used 
w

ith undercover operators in several cases. 
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O

perational Achievem
ents / Rem

ote Infection 

Scenario 8: FinFly LAN
/FinIntrusion Kit 

A Technical Surveillance U
nit w

as follow
ing a Target for 

w
eeks w

ithout being able to physically access the target 
com

puter. They used FinFly LAN
 to install the Rem

ote 
M

onitoring Solution in form
 of payload w

ithin the targets 
dow

nloads (Trojan Size 150kb) i.e. .exe, .scr, .doc, .xls etc. 
w

hen he w
as using a public Hotspot at a coffee shop. 

 Scenario 9: FinFly ISP/FinFly W
eb 

The custom
er deployed FinFly ISP w

ithin the m
ain Internet 

Service Provider of their country. It w
as com

bined w
ith FinFly 

W
eb to rem

otely infect Targets that visited governm
ent 

offending w
ebsites by covertly injecting the FinFly W

eb code 
into the targeted w

ebsites and generating rem
ote updates. 
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O

perational Achievem
ents / Training Exam

ples 

•
Profiling of Target W

ebsites and Persons 
•

Tracing anonym
ous Em

ails 
•

Rem
ote access to W

ebm
ail Accounts 

•
Practical Softw

are Exploitation 
•

W
ireless IT Intrusion (W

LAN
/802.11 and Bluetooth) 

•
Attacks on critical Infrastructures 

•
Sniffing Data and U

ser Credentials of N
etw

orks 
•

M
onitoring Hot-Spots, Internet Cafes and Hotel N

etw
orks 

•
Intercepts and Records Calls (VoIP and DECT) 

•
Security Assessm

ent of W
eb-Servers &

 W
eb-Services 

•
Cracking Passw

ord Hashes 
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FinFisher – The Com

plete IT Intrusion Portfolio 

Provider 
Internet 

LAN
 

LEM
F FinFisher HQ

 System
s 

FinFly LAN
 

FinSpy M
obile 

FinFireW
ire FinU

SB Suite 

FinIntrusion Kit 

FinFly U
SB 

FinFly ISP Law
ful Intercept 

Physical 
FinFly W

eb 

FinSpy 
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W

hy Gam
m

a as a Partner?  

Com
m

ercial: 

�
Long-term

, stable &
 strong partner 

�
Entirely self-financed, independent and privately-ow

ned com
pany 

�
All solutions are m

ade in accordance to end-users requirem
ents 

 Technical: 

�
M

any years of experience on the field of Governm
ental IT Intrusion 

�
M

ost advanced solutions and portfolio in the m
arket 

�
Existing global support infrastructure 
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Vielen Dank für die Aufm

erksam
keit 

Q
uestions? 

 Thank you for your attention! 


