United States Department of State

Washington, D.C. 20520

November 2, 2017

Case No.: F-2016-17168
Segments: L/T-0001

Ms. Scarlet Kim
Privacy International
62 Britton Street
London, Great Britain

Dear Ms. Kim:

I refer to your letter dated December 13, 2016, seeking the release of certain Department of State
material under the Freedom of Information Act (the “FOIA™), 5 U.S.C. § 552. The Department’s
review of records potentially responsive to your request remains ongoing and has yielded five
documents so far. We have determined that the five documents may be released in full. All
released material is enclosed. ’

We will keep you informed as your case progresses. If you have any questions, your attorney
may contact Trial Attorney Carly Anderson at caroline j.anderson@usdoj.gov or (202) 305-8645.
Please refer to the case number, F-2016-17168, and the civil action number, 17-cv-01324, in all
correspondence about this case.

Sincerely,

el ¢ (ko Ar.

Eric F. Stein, Director
Office of Information Programs and Services
Enclosures: As stated
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PELEASEINFULM

3ir,

I have the honour to refer to your Note of today's
date regarding protéctlon of classified information
exchangéd between oﬁr two Governments.

The proposals made thereln are acceptable to.Her
MaJesty's Government in the United Kingdém.

fhe tﬁpes of infprmation designafed'by my Governmeﬁt
to which the arrahgements would abply are,ail information
furnishea by.Her Majesty:s Government in the United Kingdom
land classified "anfidential“, "Secret” or "Pop Secf;t".

I avall myself of this opportunity to renew to.you,
Sir, the assurances of my highest consideration.
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The Honorable Dean Rusk,
Department of State,

: Washington, D.C.
UNCLASSIFIED U.S. Department of State Case No. F-2016-17168 Doc No. C06436400 Date: 11/02/2017
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' An'nex of ceneral '.'-;'er:u‘rlt:] Procsdures BELEASE IN FULL]

1. Officiel informatlon siven a security classificatica by
pither of our two Govormuents or by agreerent of cur twe (overnments
end furniched by either Covernmant to the other through Government
chanrels will ba essigned a classificatlon by sporopriate suthorities
of the reéeivins Government vhica will assure a éesree of protection
eqivelent $o or gprester than thai required by the Government furo
niohing the informstion.

2.‘ Tse reciplent Covermmont w11l not use such infor-stion for
otber than the purpoges for vhich it was furniched and vill not

- Qdecelose such- information o @ third Covernment without the prior
consent of the Covernment which furaished the 1nfonrat1<;>n.

3. With respect to such informstion furnished in connection
with contracta mzede by ejther Covermment, its aiencies, or privé.te
entities or individunls within its territory with the oth:er Govern=
uwent, its agencies, or private entities or indivicuals witlin its
territory, the Government of the country in vihich perlormance under
the contreet is tnking place will essuﬁe respoasivility four eﬁminis-;
tering pecurity L-'ﬁasu:rés for the protection of auchi@_as'__a_izgiqf :1:11‘@1'-
mation in accordance with sianderds and requ:irem.nts viiieh arae M=
1stered'by that Covernmeant in the cese of contractuel grrangements
involving informaticn it originatzd of the sase seéurit;r ¢lagsilication,

v Prior 4o the release of any such information which is chsaﬁied
CONFIDERTIAL or higher to any contractor or prospective contractor,
the Covernmept cousidérin:; relesse of the iuformation will under=

~teke to ensure that such contractér or progpective contractor and
his facility bave tho cepability to protact the clessified infore
mation adequately, will grent eu appropricte fecility clearance to
this effeect, and will undertale, 1a accordence with national proe~

- tice, to grant eppropricte security clearances for all personnsl vhose

dutics would require accesg to the olsssified informstion.

UNCLASSIFIED U.S. Department of State Case No. F-2016-17168 Doc No. C06436397 Date: 11/02/2017
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Cal
- o-

hy ’.fim recipleut Coverment will elsos

n. Insure that fll rersons having eccess to ‘such class;iz’ied
intormation are informed of thelr respor{aibmti_es to protect
the inforcmbion in sccovdence with gpplicehle lave.

‘be  Crrry cut security inspections of Tacilities within its
territory valch are engased m contracta dnvelving such classi-
fied inforoation. '

c. Aneure thef sccess to cuch elrgoifled infomation e.t
Tacllitics fescribed in guiparagreph b is lindited to those peTsons
who require 1t for cffieial purposes. Ia thie cozmeétion, a
request Tor suthorization to isit such a fucility when access
$0 the classifiod informstion 18 divolved will be submitted to
the eppropriate énpz;.rt::ent or sgeney of taa f.":O'\'erﬁmnt wnere the
facility 13 located by on ojency deoignated for this purpose
by tha other Covarnment, zud the request vill izcluds o sistee
zend of the security cleavencsd omnd official status of ithe
visitor end of the neceszity for the v:lsit.. -Blanket asthorizae

“tiona for visits over extended périods By bte arranged. The
Government to vhich the request is subm.ittod uill be 1esuon5.lble
for edvising t}ve co::t'.' actor of the propos d vigit and for

.m.lthor:!.zlnrf the vicit to be r..nde. . |

v . . ' b« Coste incurred in ccnd‘act:lng s"curity imvestization? or l, "
1nspectiens required hereunder wvill -wt be sub.ject t0 relmburagment..
6. Classified informniion and material will be transferved
: bnly on o 'éowrnmnt-t;a-governmnt brls.sis. |
Ts Tha Covernoent which is the racipient of matsrial produced
under contra.ct in the territcry of tue otaer Jovernzant umem_!ma
to protect classified infornatlon conmtainsd therein in the seme manger

o it protects its owvn classiiied inforwation.

UNCLASSIFIED U.S. Depariment of State Case No. F-2016-17168 Doc No. C06436397 Date: 11/02/2017
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BEST COPY

B T e

-SECURITY PROCEDURES FOR INDUSTRIAL OPERATICNS BETWEEN THE
MINISTRY OF DEFENCE OF THE UNITED KINGDOM AND THE DEPARTMENT
OF DEFENSE OF THE UNITED STATES (INDUSTRIAL SECURITY ANNEX)

1. PURPOSE

a. The following procedures have been developed to implement the
provisions .of the General Security Agreement between the Government of the
United States and the Government of the United Kingdom, entered into on
April 14, 1961, as amended. That agreement provides for thé safeguarding
of all classified information exchanged between the governments. This

. Annex will apply to those cases in which contracts, subcontracts,
precontract negotiations or other government approved arrangements
invelving classified information of either or both countries, hereinafter
referred to as classified contracts, are placed or entered into by or on
behalf of the Government of the United Kingdom (UK) in the United. States

(US) or in the UK or by or on behalf of the Government of the Un;ted
States in the UK or in the US.

b. This Annex will not apply in the case of contracts that will
involve access to information that would not be releasable under
applicable national disclosure policies. Firms which are under the
ownership, control, or influence of a third party country are not eligible
to be awarded classified contracts. Requests for exception to this
requirement may be considered on a case-by-case basis by the releasing
government. Such requests should identify the source; the extent and

other pertinent particulars of the forelgn ownership, control or .
influence.

UK G

—— UNCLASSIFIED U.S. Department of State Case No. F-2016-17168 Doc No. C06436501 Date: 11/02/2017




C064365(011ED U.S. Department of State Case No. F-2016-17168 Doc No. C068436501 Date: 11/02/2017

C. For the purpose of this Annex classified information is that
official information which has been determined to require, in.the
interests of national security of the owning or releasing government,
protection against unauthorized disclosure and which has so been
designated by appropriate security authority. This embraces classified
information in any form, be it oral, visual or in the form of material.
Material may be any document, product or substance on, or in which,
information may be recorded or embodied. Material shall encompass
everything regardless of its-physical character or makeup including
documents, writing, hardware, equipment, machinery, apparatus, devices,
models, photographs, recordings, reproductions, notes, sketches, plans,
prototypes, designs, configurations, maps and letters, as well as all

other products, substances or materials from which information can be
derived. :

2. GENERAL

Upon receipt of classified information furnished under this Annex, the
receiving government' shall undertake to afford the information with
substantially the same degree of security

1

a. The term "government" as used in this Annex for the United States
refers to the Department of Defense; Department of Defense agencies:
the Departments of the Army, Navy, and Air Force:; and the National
Aeronautics and Space Administration. '

b. The term "government" as used in this Annex for the United Kingdom
refers to the Ministry of Defence (including the Central Staffs, the

Navy, Arm and Air Force Departments and the Procurement Executive).

2

UNCLASSIFIED U).S. Department of State Case No. F-2016-17168 Doc'No. C08436501 Date: 11/02/2017
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i

protection a$ afforded it by the releasing government. The receiving
government shall be responsible for information so received while it is
within its territorial jurisdiction and while it is possessed by or '
furnished to persons authorized to visit abroad pursuant to this
arrangement. The United States Defénse Investigative Service (DIS) and the
Directorate of MOD Security (D MOD Sy} of the UK Ministry of Defence will
assume responsibility for administering security measures for a classified
contract awarded to industry for performance in their respective countries
under the same standards and requirements as govern the protection of
their own classified contracts.

a. Inspection. The designated government agency shall ensure that
necessary. industrial security inspections are made of each contractor
facility engaged in the performance of, or in negotiations for, a
classified Contract.

- b. Security Costs. Costs incurred in conducting security
investigations or inspections shall be borne by the government rendering
the service. Costs incurred by either of the two governments through
implementation of other security measures, including costs incurred
through the use of the diplomatic courier service or any other authorized
official courier service, will not be reimbursed. There shall be
provisions in classified contracts for security costs to be incurred under
the contract, such as special costs for packing, transport and the like,
which shall be borne by the party for whom the service is required under
the contract. If, subsequent to the date of .contract, the security
classification or security requirements under the contract

UK

UNCLASSIFIED U.S. Department of State Case No, F-2016-17168 Doc No. C08436501 Date: 11/02/2017 ,
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UK

are changed, and the security costs or time required for delivery under
the contract are thereby increased or decreased, the contract price,
delivery schedule, or both, and any other provisions of the contract that
may be affected shall be subject to an equitable adjustment by reason of
such increased or decreased costs. Such equitable adjustments shall be
accomplished under the appropriate provisions in the contract governing
changes.

C. Security Clearances. Clearances of contractor facilities and
individuals that will possess or be authorized access to classified
information shall be processed according to the pertinent regulations of
the country having responsibility for administering security measures for
the classified contract. .

d. Orientation. The designated government agency shall ensure that
contractors or subcontractors having access to the classified information
are furnished instructions setting forth their responsibility to protect
the information in accordance with applicable laws and regulations.

e. Transmission. Transmission of classified information and material
shall be made only through representatives designated by each of the
governments. This procedure is commonly known as transmission through
government-to-government channels. As an exception, the US may transmit

" classified material directly to a firm located in the US which is under
the ownership, control, or influence of a UK entity, and the UK may
transmit such information directly to a firm in the UK which is under the
ownership, control, or influence of -@a US entity provided such firms have

- been granted a reciprocal security clearance

UNCLASSIFIED U.S. Department of State Case No. F-2016-17168 Doc No. C06436501 Date: 11/02/2017
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under Appendix C of this Annex and the information is determined to be
releasable under the national disclosure policy of the relea51ng
government. ‘

(1} For each classified contract, the contractor shall be
informed of the channels of transmission to be used.

(2) Material shall be prepared for transmission in accordance
with the regulations of the country from which the material is to be
dispatched.

f. Public Release of Information. Public release by a contractor or
subcontractor of any information pertaining to a classified contract shall
in the US be governed by the Department of Defense Industrial Security
Manual (DoDISM), DoD 5220.22-M, and in the UK by "Security in Industry".
In the case of a UK facility with a US classified contract, initial prior
review and approval shall be governed by "Security in Industry" with final
approval by the appropriate US authority. In the case of a US facility
with a UK classified contract, initial prior reviéw and approval shall be
governed by the DoDISM with final approval by D MOD Sy.

g. Marking. The responsible agency of the sending government
shall mark classified information with its appropriate classi
fication marking and the name of the country of origin prior to
transmittal to the receiving government. Upon receipt, the
information shall be assigned an equivalent classification and
so marked by the recipient government agency as follows:

—— UNCLASSIFIED U.S. Department of State Case No. F-2016-17168 Doc No. C06436501 Date: 11/02/2017
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April 14, 1961

[RELEASE IN FULl

Excallencys
X bhave the lonor 4o refer to recent discusslons betimen

representa’-ti;fas of our veai)ective Governusnts concerning the desirae:-
bil_?-'-‘-:sr of extending Yo ull clessiiled inrom;a.tiou.éxchanged l*lettreen

our tvo Covernmeats the psme peinciples which our Qoveruisnts heve

eoreed 'to é:-.;gply ia safezguerding clossifled 'ini‘omm?ion covered by

tho Szcurlty Agzverment by the fsrties to the I-,‘ortﬁ Atlantic i‘rge.t:r,

moproved by th;l: Borth Atlantic Council on Jomuary -6, 1950, ead the

Ragic Principlés and Hindimum r.‘tanﬂm-us ef 5ecgr1ty, approved ty m-

Counail on arch 8, 1555 (IAT0 Document C=4(55)15(Final)), and ;:e

femurity !Lg.reer;;mt bet's;em; the Un.flttf.‘d Etatas ond United Kingdom

C'biéfs of Btéﬁf epproved in Agr_:;ust 1948, |

Recopnizing thet
E-E'lie Honorable
Sir Herold Caccia, GeCoeleGy, K.CuV.0s,

Iritich Am'bnnsador;

UNCLASSIFIED U.S. Department of State Case No. F-2016-17168 Doc No. C068436396 Date: 11/02/2017
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c2e
recognizing that 1:mte§tioa of ell claseified information come
mnicatad diract:y or indiroctly be't;{feen cur govermxmals la ez-sgnt;al
to the national aofety end security qi’ both our countries, I have
“he honer to suzgset the followiny mitual w2rstanding for the

protection of such information, namely, that the vecipient:

2. Wl mt release the informatlon to o third Covernmsnt without

the eyoroval of tha relessing Government.

b. FI1 underioie to efvord the lafornatlon evistentielly the
ceme degroe of protection efforded it 'ziy thé selcesing
Governount.

¢. WLl not use the informstion for other then vhe purpose
fra i th ‘

d.J X1l resnect private rights, such as patents, copyrighis,

or trade secrets which avre imvolved in the infornstion.
Hothing in the mmgemc:nt preposed in this ‘mte. gaall be neld
to impaiy exi.sti:;;; Byroexents and arraa‘_é.;.-:a.gnta fo;.' aéfegua.rding
clazgifled military inforuvation or to apply to infocrmatica for wvhich
dpeclal m.ﬂoviaion hag lbe.en m2de, such as atomlc eaeryy inforuation
wihdch the United States desigrates ns Restrictzd Datn. Subjeat to
thio quelificetion, the errougement proposed in ;ahia otae w;.ald

apply to all information furnished by the United Htates Government

1

X . :
UNCLASSIFIED U.S. Department of State Case No. F-2016-17168 Doc No. C06436396 Date: 11/02/2017
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and clasaified "Confidt_egtial", "Selcret", or "Top Secrat” and to.
ouch Informption designated by Ner MaJesty's Covernmeant in the
Unlted [inzdom e coming within the pu'r'view of this errenverent.

'.T.'hp deteils regarding c¢hannels of cormupdcation and the epplie
ca»t..‘;oz.z of ;:!:e forezoing principles vould be ihe pubject of techuical
errancersnte between appropriate a.;rfzncies of our me.pective'covem-
nents.

i th:e fom(go;ns 19 ecceptublo o your Government, I propoes
that thig note end your reply to thet effsct, desigonting the types
of information your Coverrmant wichee covered, shall La rogarded
85 placing on .fag:ord. the mitual u.nderatandigg ﬁacﬁed beticon the
Goverauents on.tbia .n.;atter vhich snau become effective as from
the date of your _reﬁly.-

ﬁccepj:; Ia';';cel;eney, the tenewsd em.surmces '.cof my hiphest cons

v gléeration.

For the Secretary of Statet

Ivyan B, Vhite

UNCLASSIFIED U.S. Department of State Case No. F-2016-17168 Doc No. C06436396 Date: 11/02/2017
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- [RELEASE IN FULL] S ’ -

e Georetary of Gtate pvesom$s his complimmnts to His

-~ ¢

Bicedllency the Avkasssdor of Capsds ead has the honor to z‘gfer o
recent ¢iscnssions Lotueon epresentatives of the Governzant of the
t

Putted Statos end of the Govermibht of Canmds coneerming the

e acafrediiity of extending %o all cleosified informbion axchmmzed

between the two Gomnmm the same priceiplen virdch the Gevesss
have agreed o apply o safeguerding clasaified inforvmtion eovered

) _wﬁ@gwiwmwmmwmmmmma

%
mmeﬁ by the BEth Avlautic Councl on Jawmaory 6, 19%0, mad €
baoie MMa ond mintems otandards of meméy, approved by 4he
J Goenedd aa Mureh 2, 1955 (g0 Dogumunt, cwﬁﬁﬁ}lﬂm));@ the
| B | Secmrity Agroement bufvesn tho Uaited Stetes and Cameds e Boommd

qffeetive Suytesdor 15, 1980, and which wao eatorded Spmil 5, I9Ek

Resogatning

o
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|
3 g
aeéawma wnt m%eatm of all elaasi;fiad mﬁ‘@mﬁm
mmm direatiy or @ma;y batezen the tw Covesmmerte ia
esseztial to the satlonal goourity of both ecintries, the Seeretury
of State pgyests the f@l‘lowing mabgal uaﬂammﬂimg :E‘ee the
'pemecaon of seeh inforsstien; mawely, thet the reedpleats

Ao Will pot roleose the informmtion t0 & third
Governmentl vithout the spproval of the

. mlmsmg CGovernmont

B. will undertske bo afford e informtion
sokstantially the came degree of protection

afforded it by the relecaiay Sovernment;

C. ®i)l not uee the informetion for othar than

tho purpose given: ) ok

i . . D. will pespect privete righie, such =ms patenta,
i) copyrights, or trade gecrets which are
involved iu the informstion. -

Eothlng in the arraugement praposed in this mote shall be
neld to impadr existing agrecmonts apdl srrusgenests for safogmarding
elacoified informmtion or spply to informaticn for which speeisl

. provision hed been oede or may be wade, mich as Atomic &ergy

fnformmticn vhich the Gnited States Geslmmates es "Bestricted Duta’.

-—— UNCLASSIFIED U.S. Department of State Case No. F-2016-17168 Doc No. C06436376 Date: 11/02/2-017 '
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' the Zeretavy of State proposes that

. | et of Coredr wishes covered, &hall

6-17158 Doc No. Q06436376 Date: 11/02/2017
¥ | '

e 3.

m@t ‘ba this gmmmﬂ, the erpomgsment proposed in this o
would appdy f;r.a all 115{‘@@%333 fmm;med by thw f&%ea States Govorn-
e end elassified "Qonfifentisi”, ”Baacr‘.e%‘;, or "Top Séaﬂ;?et“' and: lta
exeh infermntlon deslgneted by 'tha Canadian @awrm%nt a3 comisg
within the purview of tais a.wssmgemt.‘.'

The éetai..la ngazﬁing chanosls of commnlesation &m‘l thio
soplication of the Poregsieg prineiplés will be the subject. of

teghnical) arvengsoents betimen approprlate ssercles of the Govermmmnbts

If the foregoing iz seceyteble to the Cdoverament of Cansde,

this ovie sl fne Anbegeeifior’s

raply to that offect, designating the types of informaticn ihe govern-

be regarded ag ial.ac:s.tzg oR recond '

the mutend uodsrotazding reeched betweon iBe two Jovermmuts oa this

matieyr iich sbal)l decome effective es from the dubte of the Axdassafor's

reply,
11{1‘?‘;.' -, E_“
ST U : !
Pepartment of State,
Washington, Jamiery 30, 1962.
; ) SCA:MC:MCBo2zellinn e o
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