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[REDACTED] 

8. Database name contains GCHQ's travel-related BPD. [REDACTED]. The search results

did not show that GCHQ held data relating to the Claimant in its BPDs before avowal

on 12 March 2015.

BULK COMMUNICATIONS DATA 

9. Database name is the main system within GCHQ for the storage and retrieval of bulk

telephony and bulk internet data. It holds data obtained under s.94 directions and

data obtained as a result of interception under RIPA s.8(4).

10. The methodology for searching database name was slightly different to the other

systems. It was decided, as far as was technically possible, to restrict the searches to

s.94 data as s.8(4) data falls out of scope of this IPT complaint. Restricting searches in

this way also had the benefit of minimising the amount of collateral intrusion into the 

privacy of parties other than the complainants. 

11. Searches were restricted to the relevant search terms provided by Privacy

International and also to the specific GCHQ collection sources covered by s.94

directions i.e. we searched for some of the selectors across some of the collection

sources in database name. Results for other selectors or from other sources could

not have been relevant to this IPT request as they do not involve BCD. Indeed, it is

important to note that in terms of final output the results would have been the same

if we had searched for all of the selectors and then asked the system to discard any

results that came from non-relevant collection sources.

12. To further minimise collateral intrusion, in addition to restricting the searches to s.94

data, the results view displayed only the number of records for each search term

from each collection source and the first seen/last seen dates for each search term

from each collection source. Using knowledge of each collection source we were able

to determine what type of event the results pertained to without looking at the

underlying data.

13. Database name has a retention period of [REDACTED] so searches were run across

the entire data set up to December 12
th 

2016. Searches were run in January 2017 and

completed by 2i
h 

January 2017. [REDACTED]. The search results showed that GCHQ

held data relating to the Claimant in its BCDs prior to 14 October 2016.
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[REDACTED] 

RESOURCE IMPLICATIONS OF THE SEARCHES 

14. The task of conducting the SIA searches of BPD/BCD and analysing the results took

teams of officers across the three Agencies a total in excess of 30 working days to

complete.

15. The searches we conducted were thorough, reasonable and proportionate. There is

no further GCHQ material to disclose.
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