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 Privacy International, et al. v. FBI, et al., No. 18-cv-1488 (W.D.N.Y.) 
 
Dear Messrs. Manes and Kells: 
 

This responds to your request under the Freedom of Information Act (FOIA) for access to 
records maintained by the Department of Justice (DOJ) Office of the Inspector General (OIG).  
Specifically, you seek copies of “[a]ny reports…arising out of an investigation, internal inquiry, 
audit, evaluation or other oversight activity that concerns hacking techniques or the use of 
equipment, software and/or technology that implements or facilitates hacking techniques.”  The 
second part of your request seeks “[a]ny records that the OIG relied upon in the course of 
preparing reports or other documents responsive to” the first part of the request.  This letter 
supplements our response made to you on September 28, 2018.   

 
Through a search, as stated in the September 28, 2018 letter, OIG identified its publicly 

available report entitled “A Review of the FBI’s Impersonation of a Journalist in a Criminal 
Investigation,” (OIG Report) as responsive to your request.  As part of the above-referenced 
litigation, and as stated in the January 31, 2020 Joint Status Report, the parties agreed that 
with respect to the second part of your request, OIG would process any records that OIG relied 
upon in the OIG Report’s discussion of FBI’s use of a Computer and Internet Protocol Address 
Verifier (“CIPAV”), such as the discussion on portions of pages 11 through 16, as well as the five 
records identified in your November 5, 2019 letter in the litigation, or, the discrete portions 
thereof, as applicable, that are in OIG’s files.  Other than the documents noted herein and 
agreed upon by the parties, our search located no additional documents responsive to your 
request. 



 
We have determined that certain portions of such documents should be withheld from 

disclosure pursuant to FOIA exemptions, 5 U.S.C. §552(b)(6), (b)(7)(C), and (b)(7)(E) as follows:    
 
- 5 U.S.C. § 552(b)(6), protects personnel and medical files and similar files the 

disclosure of which would constitute a clearly unwarranted invasion of 
personal privacy; 

- 5 U.S.C. § 552(b)(7)(C), protects records or information compiled for law 
enforcement purposes, but only to the extent that the production of such 
law enforcement records or information could reasonably be expected to 
constitute an unwarranted invasion of personal privacy; and 

- 5 U.S.C. § 552(b)(7)(E), protects records or information compiled for law 
enforcement purposes, but only to the extent that the production of such 
law enforcement records or information would disclose techniques and 
procedures for law enforcement investigations or prosecutions, or would Road-
disclose guidelines for law enforcement investigations or prosecutions if such 
disclosure could reasonably be expected to risk circumvention of the law.   

 
Consequently, enclosed are records which can be released pursuant to your request. We 

have sent for consultation portions of four (4) pages of these records that contain information of 
substantial interest to the Federal Bureau of Investigation (FBI).  We will inform you regarding 
our determination following this consultation. 
 
 We also located twenty-one (21) documents consisting of approximately 150 
pages that originated with the FBI.  We have referred these documents to the FBI for 
processing and direct response to you.   
 
 Finally, we located one document consisting of approximately twenty-two (22) 
pages that originated with the Office of the Attorney General.  We have referred this 
document to DOJ Office of Information Policy for processing and direct response to 
you. 
 

If you are not satisfied with OIG’s determination in response to this request, 
you may administratively appeal by writing to the Director, Office of Information Policy 
(OIP), United States Department of Justice, 441 G Street, NW, 6th Floor, Washington, 
D.C. 20530, or you may submit an appeal through OIP's FOIA STAR portal by creating 
an account following the instructions on OIP’s website:  
https://www.justice.gov/oip/submit-and-track-request-or-appeal.  Your appeal must 
be postmarked or electronically transmitted within 90 days of the date of my response 
to your request. If you submit your appeal by mail, both the letter and the envelope 
should be clearly marked "Freedom of Information Act Appeal." 
 
 For your information, Congress excluded three discrete categories of law 
enforcement and national security records from the requirements of the FOIA.  See 5 
U.S.C. 552(c) (2006 & Supp. IV 2010).  This response is limited to those records that 
are subject to the requirements of the FOIA.  This is a standard notification that is 
given to all our requesters and should not be taken as an indication that excluded 
records do, or do not, exist. 

You may contact our FOIA Public Liaison, Deborah Waller at (202) 616-0646 for 



any further assistance of your request.  Additionally, you may contact the Office of 
Government Information Services (OGIS) at the National Archives and Records 
Administration to inquire about the FOIA mediation services they offer.  The contact 
information for OGIS is as follows: Office of Government Information Services, National 
Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park, 
Maryland 20740-6001, e-mail at ogis@nara.gov; telephone at (202) 741-5770; toll free 
at 1-877-684-6448. 
 
      Sincerely, 
 
      Jacqueline E. Lightle 
      Government Information Specialist 

     Office of the General Counsel 
 
Enclosures 

















 
 
 
 

 

Memorandum of Investigation:    

Date: 03/24/2015   

Case Number:   E2014019  Page 6 

Item Number:   

[00:30:15]  was asked if, once the investigative team decided on the undercover 
scenario of posing as an editor or publisher, he went back to review the FGUSO to 
determine if the operation qualified as a sensitive circumstance. He responded yes. It 
was pointed out that the AGG-UCO outlines a sensitive circumstance as one where 
exists a “significant risk that a third-party will enter into a professional or 
confidential relationship with a person participating in an undercover operation who 
is acting as an attorney, physician, clergyman, or member of the news media.”  
stated that he reviewed the FGUSO, and concluded that the operation was not a 
sensitive circumstance because the only intention of the communication was to get 
the UNSUB to click on the link to activate the CIPAV.  There was never any intention 
to publish anything.  Based on the behavioral analysis, a news story could play on 
the UNSUB’s ego, and the team’s goal was to build enough credibility and rapport 
that the UNSUB would not think the link was a virus and not click on it. They 
planned to engage in only enough contact to build that credibility so he would click 
on the link and activate the CIPAV 

When asked if he considered whether the operation posed a “significant risk,”  
responded that at the time nothing registered in his head as a sensitive 
circumstance. He added that after the fact he was able to see why the Associated 
Press would have been upset with the procedure.  

’s attention was directed to chapter three of the FGUSO, which details privileged 
relationships.  was asked if he considered whether the operation would have 
established a privileged relationship, and he responded that he could not say for 
sure. He reiterated that knew he read the chapter detailing sensitive circumstances, 
but did not identify anything that would have been a sensitive circumstance.  

[00:57:00] At the end of the interview,  stated that he understood that the 
issues surrounding potentially sensitive circumstances of undercover operations was 
a policy issue. He added that doing the research into those policies and making the 
judgment call was his responsibility, and he did not want anyone else on the 
investigative team to feel any type of responsibility for that. It was his research, and if 
anyone should have called a time out it would have been him.  was informed 
that, from his testimony, he clearly researched and considered the issue of whether 
or not a sensitive circumstance existed, and subsequently concluded that it was not 
because the team’s goal was to just develop a rapport with the UNSUB so he would 
click on the link. The fact that the FBI was posing as a member of the media was a 
means to that end.  

[00:58:30]  attention was directed back to chapter three of the FGUSO, which 
covered privileged relationships, there was a note after the section that stated a 
privileged relationship exists if there is a “significant risk that a third-party will enter 
into a professional or confidential relationship with a person participating in an 
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Memorandum of Investigation:  Special Agent  

Date: 04/07/15   

Case Number:   E2014019  Page 6 

Item Number:   

media.” When asked if he believed that language applied to the situation with the 
Timberline investigation,  responded no, adding that there was not a third-
party involved, just the subject and undercover individual. Furthermore, the purpose 
of connecting with the individual was not to solicit a privileged communication, but 
to deliver the CIPAV.  

 was read a section of the Field Guide Undercover and Sensitive Operations, 
which was in effect in 2007. It was pointed out that there was a note that read: 
“These sensitive circumstances are listed in order to identify any operational scenario 
in which privileged communications or defense trial strategy might be overheard, a 
relationship with a subject is established which the subject believes to be privileged, 
or a cooperating individual may be placed in an ethical or profession jeopardy 
because of his or her cooperation with the FBI. It is often the case in these scenarios 
that these apparent problems never actually materialize, or that if they do measures 
can be taken to mitigate them. Nevertheless their existence alone is a sensitive matter 
requiring CUORC review under the AGG.”  was asked if the note regarding 
privileged relationships was taken into consideration during the investigation. 

 stated that he did not think it applied at the time. He added that he 
defaulted to his supervisor , who would defer to the AGG-UCO or FGUSO. 

 stated that he did not think he and  had in depth discussions about 
those points, but he remembered  reviewing the manuals.  

 was asked if he thought there was a significant risk that the subject would 
enter into a professional or confidential relationship with  during the course 
of the operation.  responded no, adding that they were limited to three 
substantial contacts and the purpose was to get the subject to click the link and 
deploy the CIPAV. He added that once the link was deployed, the undercover 
operation stopped. Furthermore, the investigative team never met with the subject in 
person, and did not know any identifying characteristics about him other than he 
was likely in the western district of Washington.  

Undercover Operation 

 was directed to OIG documents ANP_000101-000102 (handwritten notes); 
ANP000094-000099 (chat exchanges), for his reference.  

[00:37:15]  was asked when he first made contact with the subject in an 
undercover capacity. He indicated to ANP_000101 and 000102, and said it looked 
like they first reached out on the evening of June 12, 2007.  When asked if the 
handwritten notes were his,  stated that everything from June 12 were his 
notes, and then it looked like another individual picked up the notes on June 13.  

[00:38:40] When asked how he reached out to the subject on June 12, 2007,  
stated that he believed it was through a Myspace private message that included a 
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Memorandum of Investigation:  Special Agent  

Date: 04/07/15   

Case Number:   E2014019  Page 9 

Item Number:   

constitute one contact, much like a series of verbal exchanges can comprise a single 
conversation. Factors to be considered when determining whether multiple online 
transmissions constitute a single contact or multiple contacts, include the time 
between transmissions, the number of transmissions, the number of interruptions, 
topical transitions, and the media by which the communications are exchanged, i.e. 
e-mail versus IRC.” When asked if that sounded like his interpretation of the 
guidelines surrounding number of online contacts,  responded yes and added 
that even when the subject asked to switch from Myspace messages to Gmail chat, it 
was still the same conversation and therefore same contact. The method of 
communicating that conversation just changed formats.  

[00:54:25]  attention was directed to the Situation Action Background (SAB) 
dated October 31, 2014 [ANP000823]. When asked if he played any role in drafting 
the SAB,  stated that he drafted bullet points that cyber division program 
managers used to draft the SAB. The Cyber Law unit then reviewed the SAB. When 
asked if he played any role in the section of the SAB dealing with policies or legal 
analyses,  responded no.  

Record Ends 
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P R O C E E D I N G S 1 

:  Today is December 16, 2015 and we 2 

are on the phone with, you are , right ?  3 

:  No, that’s not correct.  I’m  4 

 so I’m a Supervisory Special Agent.   5 

:  Okay, Supervisory Special Agent 6 

.  Also present is Special Agent  of 7 

the OIG and myself, , an investigative counsel 8 

with the OIG.   9 

, as I said off the record, we are here to 10 

just talk about this 2007 case involving a student at 11 

Timberline High School near Seattle, Washington who actually 12 

has since been convicted, of making bomb threats against the 13 

high school through the internet.   14 

So before we get started, do you swear to tell the 15 

truth, the whole truth and nothing but the truth? 16 

  I do.  17 

:  All right, so let’s start with the 18 

easy stuff first.  Can you give me sort of the  19 

101; how long you’ve been with the FBI and sort of take me 20 

through your career? 21 

:  Of course.  So I joined the FBI in 22 

 23 

 24 

   25 
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 1 

 2 

 3 

 4 

   5 

 6 

 7 

 8 

 9 

 10 

 11 

 12 

. 13 

:  Okay, I want to take you back to 14 

May 2007.  In that time period, do you recall working on a 15 

case involving an individual named ? 16 

:  I do.  I have notes here and e-mails 17 

to refresh my memory, but I do have recollection of working 18 

that case, yes. 19 

:  What was your role in that 20 

particular investigation? 21 

:  So I was the BAU’s  SSA that 22 

was assigned to this case.  There was a request that had come 23 

in from the Seattle office to provide assistance on this bomb 24 

threat case and that’s traditional.  The BAU operates really 25 
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in a consultant capacity where if a field office requests 1 

assistance, we will provide insights, observations and 2 

recommendations. 3 

:  Okay.  And what were you asked to 4 

do? 5 

  Asked to provide really a threat 6 

assessment first, you know just something that does the 7 

threat in there represent a real and credible threat to the 8 

safety of the staff and the students at Timberline High 9 

School and then the second request was to develop a strategy 10 

to entice the offender into clicking on a link that would 11 

deploy a CIPAV, which  this case, 12 

 is the “Computer Internet 13 

Protocol Address Verifier.” 14 

  Okay, and I want to talk to you 15 

about that second component, the advice to get the, I guess 16 

the perpetrator if you will, to click on this link.  What 17 

advice, if any, did you give? 18 

  So in looking at the language and the 19 

verbiage and the delivery methods and the, I believe the 20 

creation of the MySpace page and just the behavior of the 21 

offenders, the team and I, and by the way, so  22 

at BAU, we really don’t do anything alone per se as a general 23 

course of operations.  So you know the other I think four or 24 

five SSAs and I brought in to assist on this case.   25 
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Now what we observed in looking at the offender’s 1 

behavior and his language or his or her language, was that it 2 

appeared to be very narcissistic, very attention seeking, 3 

that this was a person who was feeding off of the attention 4 

that he or she was getting as a result of the bomb threats.  5 

So specifically, we thought that narcissism would override 6 

any kind of caution or vigilance or suspicion that the 7 

offender might have if presented with a, you know click-on-a-8 

link kind of scenario in an e-mail.  And so we opined and 9 

recommended that use that narcissism, use the offender’s 10 

narcissism to override his suspicions on clicking on the 11 

link.  And one way to do that would be to say that if he 12 

thought that he was clicking on some type of story or media 13 

report about him, that that would appeal to his narcissism. 14 

  Okay, so is it fair to say then 15 

your advice was to take, I guess, like almost a reporter 16 

approach? 17 

  So I don’t remember exactly how it 18 

went from you know saying to click on the link to a story 19 

about yourself, to having the sender of the e-mail portray a 20 

reporter.   21 

I have from my notes that we had a conference call 22 

on June 11th and I don’t have any specific, I don’t know if 23 

you have a copy of my notes. 24 

  I do not, but who was present for 25 
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that conference call? 1 

  So present in that conference call was 2 

obviously myself on the BAU side, Supervisory Special Agents 3 

 4 

 and .  And then I have in my notes 5 

reflecting on the call from Seattle was SSA .  I 6 

have a reference  here which I assume is . 7 

 Someone named  8 

and .   9 

  Anybody else?   10 

  I do have a note here that says 11 

Lieutenant  with numbers as well, so perhaps maybe 12 

Lieutenant  was part of that too. 13 

  Okay, any reference to an 14 

Assistant U.S. Attorney names ? 15 

  I do not see that anywhere in my 16 

notes, no. 17 

  Okay, just curious.  But you did 18 

suggest using a media approach, is that fair? 19 

  Yeah, again using something that was, 20 

again would appeal to his narcissism and if he thought that 21 

he was reading a report or some type of article or something 22 

about himself, that that would override his suspicions.  And 23 

again, I don’t recall if it was you know during that consult 24 

that the discussion said, well who would the sender be?  I 25 
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do, I don’t have any recollection of ever saying specifically 1 

you know this should be a reporter from a certain agency, 2 

but. 3 

  Um-hmm.  Is that sort of implied 4 

though if you are going to use like an article? 5 

  I wouldn’t, no I don’t know that I 6 

would said it is implied.  I suppose it could be a freelance 7 

journalist, but. 8 

  Okay, but regardless, not 9 

necessarily a reporter from like a nationally renowned 10 

newspaper like a freelance journalist, but there is sort of 11 

an implication that the person who is sending the email has 12 

written a story about this particular individual.   13 

  Yeah, and again I don’t remember 14 

specifically how that, the discussion about who the sender 15 

would be, -- 16 

  Um-hmm.  17 

  -- I just again remember that it was, 18 

you know saying if this was a media article about that person 19 

or about the offender, that he would feel compelled to look 20 

at it.   21 

  Okay, fair enough.  All right, is 22 

there anything else about this particular case that you think 23 

we need to be aware of? 24 

  No, that was, I mean I think again 25 
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just understanding the basic framework I would say would be 1 

that when the BAU provides any kind of recommendations, it’s 2 

never, in my experience it’s never been where the BAU 3 

provides any kind of guidance as to whether or not you know 4 

that’s, there’s authorization from our side.  In other words, 5 

we don’t bring in our Chief Division Counsel on the strategy 6 

recommendations to say, hey is this you know and moving 7 

forward is this something where you have appropriate 8 

authorization. 9 

  Okay. 10 

  That authorization is assumed that the 11 

receiving office goes through that process. 12 

  Okay, fair enough.  The only thing 13 

I’d ask, can you send me a .pdf copy of your handwritten 14 

notes of that meeting? 15 

   Of course.  16 

  And then did you guys do any 17 

internal write up about this? 18 

  We did not. 19 

  Okay.  Yeah, if you could send me 20 

a copy of those notes, that would be great. 21 

  I would be happy to. 22 

  All right.  With that, I think we 23 

can go off.  Do you have any questions ? 24 

  No. 25 
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  We can go off the record and 1 

that’s all we have. 2 

  Okay. 3 

  All right, thank you . 4 

  You bet .  Thank you.  Thanks 5 

. 6 

  Bye now. 7 

  All right, thanks . 8 

  Nothing follows.   9 

[WHEREUPON, THE INTERVIEW WAS CONCLUDED.] 10 
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  Well I, yes, I would say so.  I mean I 1 

was the primary, probably the primary, maybe the only cyber 2 

attorney at that point in time.  I’m not sure. 3 

:  Okay.  And as the attorney who was 4 

going to work with the FBI, what were your roles and 5 

responsibilities going to be? 6 

  Again with regard to this case in 7 

particular, I think very quickly it became preparing or 8 

working with Agent  to prepare a warrant in order to 9 

use the tool, the CIPAV tool -- 10 

:  Okay. 11 

  -- in order to try and identify the 12 

perpetrator.   13 

:  Okay.  And by Agent , you 14 

are talking about ? 15 

  Yes. 16 

:  Okay.  So in regard to the search 17 

warrant, what did you draft in relation to that document?  18 

  Boy, I can’t give you any detail on 19 

that at this point.   20 

:  Okay.  Would you or, and maybe 21 

past practice can help out here, would you have drafted the 22 

affidavit or would that have been something that  23 

would have done? 24 

  Probably, typically the agents did the 25 
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drafting of the affidavits and after the first draft there 1 

would be interaction with us going back and forth to answer 2 

questions of support in certain areas as probable case is 3 

lacking or whatever.   4 

:  Okay.  And so you would have been 5 

actually reviewing his affidavit as he was drafting it, sort 6 

of making comments? 7 

  Correct. 8 

:  Okay.  And in regard just to sort 9 

of give you some background, the question I wanted to ask is 10 

the affidavit which we’ve had a chance to review which I 11 

couldn’t send to you because of internal rules, -- 12 

  Yes. 13 

: -- but the affidavit to the warrant 14 

discusses specifically the use of the CIPAV, what the CIPAV’s 15 

capabilities are, how it’s going to be used, but what’s not 16 

discussed in the affidavit is the ruse or the technique by 17 

which, sort of the details if you will, of how the FBI is 18 

going to get the unknown subject --  19 

  Right. 20 

:  -- to activate it.  And the 21 

question I had is would that be something that would be 22 

normally included in an affidavit, sort of the how they are 23 

going to get him to activate it part or is that something 24 

that’s unnecessary? 25 
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(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)



7 
 

  I’d say typically that’s unnecessary, I 1 

mean I don’t recall any warrant that involved a discussion of 2 

how it would be affected.   3 

:  I see.  Okay, so you wouldn’t 4 

discuss sort of the, necessarily how the operation is going 5 

to play out, you would just discuss the actual tool itself 6 

and how it works? 7 

  Right, well that, I think, I believe 8 

that’s the only warrant I’ve ever been involved with on a 9 

CIPAV. 10 

:  Oh okay.  All right.  And so in 11 

regard to the CIPAV, did you discuss using the CIPAV with 12 

your supervisor? 13 

  I would assume I did. 14 

:  Okay. 15 

  I don’t recollect conversations about 16 

it.   17 

:  All right.  And in regard to 18 

deploying the CIPAV, did the FBI, either  or  19 

, discuss with you their plan on how they planned on 20 

getting it deployed? 21 

  I don’t recall any conversations 22 

specifically about that, no.   23 

:  Is that something that they would 24 

normally discuss with you? 25 
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  Uh, no.   1 

:  Okay.  So they wouldn’t share the 2 

details of the actual operation with you, just the tool that 3 

they planned on using? 4 

  Right.  Well most typically we’d be 5 

working with search warrants.  This was an unusual case, but 6 

protocol generally would, I mean almost, I mean always, they 7 

don’t discuss, right, how they are going to effectuate the 8 

warrant or the process. 9 

:  Okay.  And you mentioned the word 10 

protocol there, what do you mean by that? 11 

  And I don’t think they’re, use of that 12 

word didn’t mean to suggest there was a, there is a formal or 13 

written protocol, it’s just an operating SOP or the way 14 

things were done. 15 

:  Okay.  All right.  Did you, to 16 

your recollection, and some of these questions I apologize if 17 

they seem repetitive; I’m trying to answer a couple of other 18 

people’s questions at the same time. 19 

  Okay. 20 

:  Did you ask or inquire as to how 21 

they planned to deploy the CIPAV? 22 

  No I don’t recall doing that. 23 

:  Okay.  Would you, I’m going to ask 24 

this question in two parts.  Did you have any responsibility 25 

(b) (6), (b) (7)(C)
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to approve that plan on how they were going to deploy the 1 

CIPAV? 2 

  No. 3 

:  Okay.  That’s not a responsibility 4 

that you, would that have been a responsibility you would 5 

have had?   6 

  No. 7 

:  Okay.  That’s something that’s 8 

done internally in the FBI, correct?     9 

  Yes. 10 

:  I’m sorry, can you repeat that? 11 

  I would believe so, yes.  I don’t know 12 

what the internal processes of the FBI are. 13 

:  Okay. 14 

  I mean I know that it was standard 15 

procedure for Agent  to work with Headquarters on I 16 

believe almost everything that he did that I worked with him 17 

on which would be cyber matters, he referred to Headquarters 18 

repeatedly in interactions with them.   19 

:  And how do you know that? 20 

  Oh he said that.  I don’t know, I mean, 21 

I don’t think he was lying to me about that, but -. 22 

:  Yeah, and I wasn’t trying to imply 23 

that, I just wanted to know what the basis of your knowledge 24 

was for that. 25 
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  The comments by him and I think, again 1 

I worked with Agent  on a number of cases and some 2 

very big cases and he was a guy who was constantly concerned 3 

about compliance with FBI policies and rules.  He referred to 4 

them many times.  He referred many times throughout these 5 

cases to interact with people from Headquarters because they 6 

were high profile cases.   7 

:  Okay.  At some point we know that 8 

Agent  consulted with a Behavioral Assessment Unit at 9 

Quantico.   10 

  Okay.   11 

:  Were you aware that he had done 12 

that?   13 

  You know I thought perhaps that he had 14 

mentioned something about that and I’m not sure of that 15 

memory.   16 

:  Okay.   17 

  But I think that he might have 18 

mentioned that.   19 

:  And I’m going to try, maybe I can 20 

jog a memory just through the question.   21 

  Um-hmm.  22 

:  Did he have any discussions with 23 

you about the advice they may have given about taking a media 24 

approach to deploy the CIPAV?   25 
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  Again, he, there might have been some 1 

discussion of that.  I don’t remember that clearly.   2 

:  Okay.  All right.  And I’ll ask 3 

this question as well in relations to the BAU.  Do you recall 4 

if you ever participated in a conference call with the 5 

Behavioral Assessment Unit Special Agent?   6 

  No, I don’t recall that.   7 

:  Okay.  All right.  Now our 8 

understanding is that in order to effectuate the deployment 9 

of the CIPAV, the FBI planned on communicating with the 10 

unknown subject through an e-mail.  Was that something that 11 

you were aware of?   12 

  I might have been aware of it.  I don’t 13 

recall.  If we wrote it up in the affidavit, I don’t recall.   14 

:  Okay.  Well then my next question 15 

would be did you see any e-mails in advance that they used to 16 

effectuate that deployment of the CIPIV?   17 

  I don’t recall. 18 

:  Okay.  Is it something that you 19 

would normally see as an AUSA? 20 

  I don’t think so. 21 

:  You don’t think so? 22 

  No.   23 

:  Okay. 24 

  I mean again this is the only CIPAV 25 
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warrant I ever worked on that I recall, so in the course of 1 

all the other warrants I worked on, I don’t recall ever 2 

seeing an e-mail that would, because, well they wouldn’t have 3 

involved an e-mail generally. 4 

:  Okay.  And again this gets back to 5 

I guess that basic question of you weren’t involved in sort 6 

of the operational aspect of the FBI’s plans in general? 7 

  Correct. 8 

:  Okay.  Did  or the FBI 9 

agents who were involved in the case, it’s  and 10 

then I think a guy named  who was a task force 11 

officer, did they need any kind of approval from you to 12 

actually engage in their plan? 13 

  Not that I, no I don’t believe so.  Not 14 

that I’m aware of. 15 

:  Okay.  I’m just going to take a 16 

quick look at something.  I’m just going to ask some very 17 

specific questions that a colleague of mine asked to ask you. 18 

  Okay. 19 

:  They might be repetitive of what 20 

we just asked.  I just want to go down the list for him. 21 

  Okay. 22 

:  Did you review or approve the 23 

FBI’s planned ruse to impersonate a journalist? 24 

  No. 25 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C) (b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)



13 
 

:  Did they tell you anything about a 1 

plan to impersonate a journalist? 2 

  Not that I recall. 3 

:  Okay.  We talked about that.  We 4 

covered that one and we covered that. 5 

All right.  Kathryn, I think those are all the 6 

questions that I had.   7 

  Okay.   8 

:  That moved a lot more quickly than 9 

I expected it would. 10 

  Okay.  Well I would just like to 11 

reiterate, I thought  was an outstanding agent.  12 

He was always diligent, always thorough and always very 13 

concerned about complying with the law and policies in every 14 

way.  He would be the last guy to want to do some kind of 15 

lone wolf you know thing under the radar.   16 

:  Sure. 17 

  I mean that’s not the way he ever 18 

operated.   19 

:  Okay. 20 

  He was in my view, and he is, an 21 

outstanding agent and a credit to the FBI. 22 

:  And I really appreciate that 23 

commentary very much.   24 

I just want to make sure if it would be fair for me 25 
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to say this.  That your role in the FBI’s Op, in this 1 

investigation was basically to draft the search warrant, 2 

right? 3 

  Right, to work with him to draft the 4 

search warrant.  To make sure it would be comprehensible by 5 

the judge who was reviewing it and meet any legal 6 

requirements necessary. 7 

:  To pass muster with the court? 8 

  Correct. 9 

:  Excellent.  You summed it up 10 

better than I ever could have.   11 

And then in regards specifically to the FBI 12 

operation, would it be fair to say, that as an AUSA, you had 13 

no responsibilities over what the FBI did to effectuate the 14 

deployment of the CIPAV? 15 

  Yes, I think that’s right. 16 

:  Excellent.  I don’t have any 17 

additional questions and with that I think we can go off the 18 

record. 19 

  Okay.   20 

:  Let me just shut this off.  21 

Nothing follows.   22 

[WHEREUPON, THE INTERVIEW WAS CONCLUDED.] 23 

 24 

 25 
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