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1. EXECUTIVE SUMMARY
Title Support to the strengthening of police information systems in the
broader West Africa region
Duration The overall duration of the Action 1s 60 months.

Geographical scope

The geographical scope of the Action covers West Africa: Benin,
Burkina Faso, Cape Verde, the Gambia, Ghana, Guinea-Bissau,
Guinea, Ivory Coast, Liberia, Mali, Mauritania, Nigeria, Niger,
Senegal, Sierra Leone, Togo

Total Cost 28 M EUR, fully financed by the European Commission.
Implementing INTERPOL

partner

Target Groups Law enforcement agencies (Police, Gendarmerie, Customs,

Immigration Services, etc.) across the region will be the main
target groups.

Beneficiary countries are involved in the implementation of the
action also via the appointment of SPOCs and the establishment of
WAPIS National Committees (WANACOs). The WANACO 1s
the national body responsible for overseeing and monitoring the
implementation of WAPIS at national level. Each country will
need to set up and manage its own WANACO, composed of
officials from national law enforcement agencies involved in
WAPIS. Whenever appropriate, the governance and internal
structure of the committee should be made official and a budget
line should be allocated to ensure effective functioning.
WANACOs should convene on a regular basis.

Final Beneficiaries

The final beneficiaries are the populations from the targeted
countries.

Overall objective

The overall objective of this action 1s to increase the capacity of
West African law enforcement authorities to combat
transnational crime and terrorism through enhanced information
management and sharing.

Purpose (specific
objectives)

The specific objectives of this Action are the following:

1. To harmonize and structure the national and regional
management of police information in the broader West
Africa region

2. To i1increase the capability of the West African law
enforcement community to collect, centralize, manage, and
share their police data within the sub-region




3.

To enhance global information sharing between West
African law enforcement community and the global law
enforcement community

Expected results

The expected results of the Action are the following:

1.

The implementation of WAPIS at national and regional
levels 1s supported by national governments and regional
institutions

The WAPIS system i1s implemented at national level
including through the provision of operational and
technical support and training

. The WAPIS regional data sharing platform 1s developed

and implemented i1n cooperation with the ECOWAS
Commission and ECOWAS Member States (and possibly
Mauritania)

National WAPIS systems are linked up with INTERPOL
channels through INTERPOL National Central Bureaus

ECOWAS Member States and Mauritania have adopted

the required legal framework at national and regional
levels

The WAPIS system 1s handed over to the national and
regional authorities ensuring systems sustainability




2 TITLE

Support to the strengthening of police information systems in the broader West Africa region.

3. SECTOR CONTEXT

Security challenges 1in the Sahel and 1n the wider West Africa region are numerous and include
terrorism, transnational organised crime and its manifold facets, the proliferation of small arms
and light weapons, smuggling of migrants and trafficking in human beings.

In order to effectively counter these threats and in order for coordination between law
enforcement authorities to take place, criminal information, as the key element of efficient
modern policing, needs to be properly stored and exchanged.

One of the major challenges in this respect 1s the fact that almost the entirety of police data in
Africa 1s paper-based. This situation seriously impacts police work as paper-based police data
1s difficult to retrieve, search, analyse, and share, therefore impeding investigations, police
controls on persons and goods, and data sharing at all levels.

For instance, in West Africa, only Benin had a centralised police information system before
other pilot systems were installed in Ghana, Mali, and Niger in the framework of the West
African Police Information Systems (WAPIS) Programme,’ which also upgraded Benin’s initial
system. Evidently, no African region has developed a regional police data-sharing mechanism.

Against this, by June 2017, West African countries only contribute to 0.05% of data stored in
INTERPOL global databases, they have performed from January 2017 to June 2017, 0.16% of
the total number of searches on INTERPOL global databases. They have 1ssued only 121 of the

total 49,441 valid Red Notices globally, accounting for only 0.2% of all INTERPOL Red
Notices.

Without effective capacity to collect police information, manage and share 1t within the region,
as well as between the region and the rest of the world, law enforcement authorities across West
Africa cannot efficiently coordinate and no enforcement strategy can effectively tackle urgent
security threats.

Regional authorities are fully conscious of this security gap. The Economic Community of West
African States (ECOWAS), Heads of Police (gathered in the framework of the West African
Police Chiefs Committee - WAPCCQO), and Ministers 1n charge of security (gathered in the
framework of the ministerial council that immediately follows WAPCCO/CCSS? meetings)
have officially endorsed the WAPIS Programme every year since 2011. The ECOWAS
Commission perceives the future regional WAPIS platform as a complementary and balancing
measure to their initiative to create a free movement and free establishment zone within the
ECOWAS area, whereby the free movement of persons would be accompanied by the ability
of law enforcement to share and access information across the free movement zone.

It 1s urgent to continue supporting the development of police information systems in West
Africa, as well as 1n all other African sub-regions, which would allow for both the national
collection and centralisation of police data, as well as its regional (and international) sharing
and analysis. The global security infrastructure will highly benefit from this essential
infrastructure.

! This was accomplished under previous phases of the West Africa Police Information System (WAPIS)
Programme, funded by the European Union up to February 2016 (see section 7 for a full overview).

> Committee of Chief of Security Services (CCSS).



To this end, INTERPOL, as the world largest law enforcement organisation, 1s working with
regional bodies around the world to enhance their information-sharing capability, including
with AFRIPOL, AMERIPOL, Gulfpol and ASEANAPOL. As a result, this Action fits within
the Organisation’s global strategy, including in Africa, where INTERPOL 1s ready to assist
other sub-regions with developing similar police information-sharing capability.

4. SCOPE OF THE ACTION
4.1. Rationale

The 1dea to create a West African Police Information System (WAPIS) stemmed from
ECOWAS Member States, which expressed their concern over the spate of transnational
organized crime and terrorism affecting the region. Security gaps at national, regional and
global levels have contributed to West Africa facing growing threats from, inter alia, drug
trafficking, smuggling of migrants, human trafficking and global terrorism. Without effective
police information exchange within the region, as well as between the region and the rest of the
world, no enforcement strategy can effectively tackle these threats.

In 2010, during a symposium in Brussels jointly organized by INTERPOL and the Belgian
Presidency of the European Union, West African Chiefs of Police declared that, in order to
meet the security challenges faced by the region, countries needed automated police
information systems connected at both regional and global levels.

Heads of Police, 1n the framework of the West African Police Chiefs Committee (WAPCCO),
and Ministers 1n charge of security, have shown great interest in the WAPIS Programme every
year since 2011.

Additionally, the ECOWAS Commission sees the future regional WAPIS data-sharing platform
as the natural balancing measure to the Commission’s initiative to create a free movement and
free establishment zone within the ECOWAS area, whereby the free movement of persons
would be accompanied by the ability of law enforcement to share and access information across
the free movement zone.

Over the past five years, the European Union (EU) has already started addressing requests
coming from the region by supporting under the then Instrument for Stability (now Instrument
contributing to Stability and Peace, long-term component) the development, via INTERPOL,
of the so-called West African Police Information System (WAPIS) in four pilot countries,
notably Benin, Ghana, Mali1 and Niger. The first phase of the WAPIS Programme (September
2012 — September 2013) was intended as a preparation and planning phase. The second phase
(October 2013 — February 2016) launched the implementation in the pilot countries. The
Programme 1s currently in his third phase, which consists of two distinct segments,
corresponding to implementation periods covered by two distinct funding instruments:

1. A bridging period of 20 months funded by the Emergency Trust Fund for Africa (15
February 2016 to 14 October 2017)

2. A full roll-out period of 60 months (15 October 2017 to 14 October 2022) covered by
the 11th European Development Fund-West Africa Regional Indicative Programme (WA RIP)
under the 1st Focal Sector “Peace, Security and Regional Stability” with the aim to contribute
to strengthening coordination and cooperation among security services within West Africa.

This document 1s specific to the second period to be funded under the 11th European
Development Fund



4.2. Priority areas for support/problem analysis

The central 1ssue that the WAPIS Programme addresses 1s police information management. The
root problem 1s the fact that almost the entirety of police data in West African countries 1s paper-
based. This situation seriously impacts police work as paper-based police data 1s difficult to
retrieve, search, share and analyse, therefore impeding investigations, police controls on
persons and goods, and data sharing at all levels. The WAPIS Programme therefore works at
three levels:

National level:

The WAPIS Programme will create or improve electronic national police data systems 1n each
West African country. The national police information system will enable authorized law
enforcement agencies to create, manage and share files, including on:

In addition, the 1identification of criminals 1s considerably enhanced by fingerprint
identification. This 1s particularly true in West Africa, where civil registry information and
national ID systems are weak. The WAPIS Programme must therefore set-up Automated
Fingerprint Identification Systems (AFIS) in countries that do not already possess an
operational AFIS and that have the capacity to maintain one. The financing of this component
1s not included in this segment of the Programme, but discussions on the possible mobilization

of other EU financing instruments are on-going as the AFIS 1s a necessary component of the
WAPIS System.

The national WAPIS System 1s located in a Data Collection and Registration Centre
(DACORE) within a designated law enforcement facility. The DACORE includes officers from
authorized national law enforcement agencies responsible for:

» Registering police data;

* Performing data checks;

» Controlling the validity of police data.

The efficiency of the national WAPIS System will be enhanced as much as its access 1s
expanded in the country. It i1s therefore critical that connections be established at law
enforcement agencies’ headquarters and at selected law enforcement sites across the country,
including border crossing points. In this third phase of the WAPIS Programme, extensions will
be performed at law enforcement agencies’ headquarters and key sites in the greater capital area
of the fifteen ECOWAS Member States and Mauritania; communication materials will be
provided to enable officers to perform controls from the street. As a pilot for future
implementation of the Programme, and considering that extensions in the greater capital area
will be initiated 1n Benin, Ghana, Mali, and Niger during the Trust Fund segment, the extensions
beyond the greater capital area and at selected border crossing points will be performed in these
countries.

The national WAPIS System will therefore:



» Allow the routine creation of electronic police data, which could, if authorized’,
subsequently be shared regionally and globally;

* Enable law enforcement officers to quickly know if an individual 1s wanted nationally,
regionally (through the regional data-sharing platform) or internationally (through
INTERPOL);

* Enable law enforcement officers to quickly know if an ID document, vehicle, or
firearm 1s reported as stolen or associated to a crime;

* Allow 1nvestigators to link persons, vehicles, ID documents and firearms to a crime or
investigation.

Existing police data in paper format 1s difficult to access and share, yet it 1s very valuable. It 1s
therefore crucial that it be converted to a digital format so 1t can be inserted into the national
WAPIS System. To assist, the WAPIS Programme deploys digitization stations to selected
national law enforcement agencies to scan existing paper files and enter critical data in the
national WAPIS System for quick and easy searching. Moreover, the digitization of existing
paper police data prevents this valuable data from being accidentally lost or purposely
destroyed.

Regional level:

The WAPIS Programme will work with national and regional authorities to develop and set up
a regional police data sharing platform. This platform will allow the instant exchange of
authorized police data, including on persons, vehicles and ID documents, among countries of
the region. The officers working in country’s DACORE or 1n the field will be able to:
*  Quickly know i1f an individual 1s wanted by another ECOWAS country;
* Quickly determine 1f an ID document, a vehicle or a firearm 1s reported as stolen or
associated to a crime by police 1n another ECOWAS country.

By allowing more information to be shared and accessed by law enforcement agencies
throughout the region, the regional WAPIS System will strengthen police cooperation within
the ECOWAS region and augment the efficiency of law enforcement agencies in tackling crime
and terrorism.

In addition, statistics produced by the use of the system could contribute to the future
development of strategic analysis of crime trends affecting the region, supporting ECOWAS
Member States, the ECOWAS Commission and the WAPCCO 1n the development of more

efficient anti-crime strategies.

The scheme through which this sharing of information will take place 1s not established yet and
will be based on feasibility studies conducted during the Trust Fund segment. An institutional
process will engage ECOWAS Member States 1n discussions leading to a desired agreement on
the type of platform through which the exchange of information would take place. This
intergovernmental negotiation will require a strong involvement of the ECOWAS Commission,
as the negotiations can only take place under its aegis. This central challenge of the third phase
of the Programme will also require the support of European Union authorities at all levels 1n
their role vis-a-vis West African officials.

Global level:

3 Police data is the sole property of national authorities. Therefore the sharing of data between countries or at
regional or global level is subject to authorization by national authorities. The reference to "authorized" police
data in this document refers to this requirement.
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With the increasing internationalization of crime and terrorism, the likelihood increases that
individuals from outside the ECOWAS area will be associated with crimes committed there
and, conversely, that individuals from the ECOWAS area will be associated with crimes
committed in other parts of the world. It is therefore necessary to reinforce the operational link
between law enforcement in ECOWAS Member States and the rest of the world. To this end,
and subject to agreement by Member States, national WAPIS System will be connected to the
country’s INTERPOL National Central Bureau (NCB), if not already achieved under the Trust
Fund segment. This will allow sharing authorized national data globally through INTERPOL’s
[-24/7 system and checks against INTERPOL’s databases directly from each country’s
DACORE and WAPIS work stations. Additionally, greater inclusion of West African countries
in global police information exchange will help better understand global crime trends and
devise better enforcement strategies.

Functional Architecture of the WAPIS System

?_, GLOBAL LEVEL

N
bl

INTERPOL

REGIONAL LEVEL

4.3. Achievements so far

As 1ndicated above, the EU support to the so-called WAPIS Programme has been so far
delivered under the Instrument contributing to Stability and Peace (and its predecessor, the
Instrument for Stability).

The first phase (September 2012 — September 2013) was intended as a preparation and
planning phase, conducted in cooperation with pilot countries to generate their active input and
ensure support to the Programme.
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The objectives of phase 1 were:

O

Producing a detailed description of the required operational processes for the routinely
production of electronic police data (from the police officer on the street to the
information system) and for accessing data stored in the system from the different duty
locations (including for officers on the street, at border crossing points, airports).

Producing a technical description of the mechanisms translating functional user needs
into operational processing of police data.

Producing a description of the legal framework and enforcement mechanisms
guaranteeing that the processing of police data 1s conducted in respect of human rights
and data privacy standards.

Developing a plan for change management, including all the necessary tools and
training to guarantee a smooth and sustainable implementation of WAPIS 1n the
countries.

Developing a comprehensive Master Plan for the full roll out of WAPIS 1n the sixteen
West African countries starting with five pilot countries.

Against this, the first phase of the Programme achieved the following:

O

Full buy-in by the five pilot countries* (participation in workshops, creation of national
WAPIS committees with all law enforcement agencies, political authorities, other
countries requesting participation).

Definition of the scope and perimeter of the information system, including data frame,
data-model, data flow mechanisms and interoperability with INTERPOL.

Set-up of WAPIS National Committees 1n the pilot countries, including representatives
from national law enforcement agencies.

Drafting of detailed country reports on the situation of pilot countries in terms of law
enforcement operations, police IT, as well as protection and management of police and
personal data.

Development of a technical solution for the registration and preservation of paper-based
police data prior to its entering into the information system.

Development of the WAPIS Master Plan (operation, IT, legal, change management,
etc.).

The second phase (October 2013 — February 2016) launched the implementation in the pilot
countries. Under Phase 2, the Master Plan was implemented in four pilot countries (Benin,
Ghana, Mali, and Niger) with a focus on gathering operational feedback from implementing

law enforcement agencies so as to inform the foreseen full roll out of WAPIS 1n the fifteen
ECOWAS Member States and Mauritania.

The objectives of phase 2 were:

O

Ensuring that the four pilot countries are actively committed to the Programme and
holding regular WANACO meetings 1n order to oversee implementation and efficiently
coordinate multi-agency efforts.

* However, this followed by Mauritania's decision to participate in the Programme as an observer only, at least
until February 2016.

12



Equipping and training personnel 1n all pilot countries to digitize paper-based police
files and conducting thorough digitization of police paper-based police files.

Operationalizing the National Data Collection and Registration Centres (DACORE),
including by training the first wave of operators, purchasing necessary equipment and

establishing appropriate procedures, enabling operators to effectively process data using
the WAPIS national database software (see below).

Developing a first WAPIS national database prototype and installing i1t in the DACORE,
with a view to gathering user and operational feedback.

Ensuring that the four pilot countries have fully engaged in enacting the appropriate
legal framework for the use of the national WAPIS System, including on data protection
and police data management.

Producing a WAPIS implementation model and roadmap for the full roll-out of the
WAPIS Programme 1n all fifteen ECOWAS Member States and Mauritania.

Achievements under the second phase included the following:

O

WAPIS National Committees (WANACO) are effectively functioning in the four pilot
countries and fulfilling their role of overseeing the implementation of the Programme
and facilitating inter-agency cooperation.

Equipment 1nstalled and training provided for the digitization and field-based insertion
of paper-based police data into an electronic system for the purpose of data preservation
and future msertion into national WAPIS databases. Officers from participating law
enforcement agencies 1n the four pilot countries have subsequently been digitizing
significant quantities of paper-based police data, which has been inserted into the
national WAPIS System.

Technical specifications of the software defined, the software developed afterward and

installed. Training provided for using the software in the four pilot countries’ WAPIS
Data Collection and Registration Centres (DACORE).

DACORE setup 1n the four pilot countries.

The creation of first sets of digital data, through digitization and data entry in the
DACORESs performed in the four pilot countries.’

Support of the Economic Community of West African States (ECOWAS) and West
African Police Chiefs Committee (WAPCCO) ensured.

Legal support provided, including through the action of the President of Senegal’s Data
Protection Commission, ° to the four pilot countries in order for them to put in place the
required legal framework for operating the national WAPIS System.

A preliminary legal study developed, entitled “Rapport d'analyse preliminaire -
Contribution juridiqgue a la conception, au developpement et a l'implantation du
Systeme d'information policiere pour l'Afrique de |'Ouest, WAPIS-SIPAQO” (Preliminary
Analysis Report — Legal contribution to the conception, development and
implementation of the West African Police Information System, WAPIS), on the legal

> For a total of 9,446 police files, 4,560 criminal facts, 16,155 person files, 78 vehicles, 3 weapons, and 1 document.
Statistics are as of 20 April 2016.

% Legal support included advice and drafting of legal text with a view to creating a Personal Data Protection
Commission (when necessary) and adequately registering the WAPIS System to the competent data protection
authority, as required by the ECOWAS Supplementary Act on Personal Data Protection Within ECOWAS.

13



aspects of the implementation of the WAPIS Programme. The report allowed clarifying
the Programme’s main legal challenges, including the protection of basic human rights
and fundamental freedoms, and developing strategies to address them.

The Third phase under the Trust Fund which is still running (February 2016 — February
2018)

The objectives of this transition phase are:

1. Continuing the operationalisation of the WAPIS System in the four original pilot
countries (Benin, Ghana, Mali, and Niger).

2. Enabling favourable environment for the collection, centralisation, management and
sharing of police data by national law enforcement authorities via the WAPIS System
or a WAPIS-like system (when relevant) in Burkina Faso, Chad, Cote d’Ivoire and
Mauritania.

3. Enabling favourable environment for the full roll-out of the WAPIS System and for the
setting up of its future regional data sharing platform, among ECOWAS Member States
and Mauritania, thanks to the delivery of a study on the regional platform.

4. Cooperating with the G5 Sahel and its relevant structures, and supporting the
implementation of the G5 Sahel exchange platform that will use the INTERPOL 1-24/7

channel.
So far, the achievement of this transition phase are:

o Operationalization of the WAPIS systems 1n the four pilot countries 1s showing progress
(although uneven depending on the country) and queries on the system will soon begin
in three of the four countries, as a critical mass of data 1s now achieved.

o Implementation in four new countries (Burkina Faso, Chad, Cote d’Ivoire, Mauritania)
has been well initiated through high-level support.

o Preparation in view of the Programme’s full roll-out across all West African countries
1s well on track, including the study on regional data sharing mechanisms.

o Cooperation with the G5 Sahel 1s successfully engaged with an agreement reached on
an 1-24/7 based connectivity for national G5 Sahel platforms and a roadmap for
connectivity with the G5 Sahel Headquarters.

14



4.4.

Lessons learned

The WAPIS Programme is not a new programme. Two phases (September 2012 — September
2013 & October 2013 — February 2016), funded by the Instrument for Stability (IfS)’ have
already been successfully implemented.

The third phase, hereby proposed for EDF funding, 1s therefore building on nearly four years
of programme experience, including three years of field implementation. The following major
lessons have been learned:

Political buy-in: law enforcement agencies are always willing to acquire new tools, but
the efforts invested, including in human resources and budget, will only turn into
success 1f the Programme 1s supported at the highest political level. INTERPOL has
been lobbying ministers, National Security Coordinators and Heads of Police
throughout the Programme’s implementation. This took place in various high level
meetings and high-level fora.

Commitment from National and regional authorities within the implementation of the
WAPIS Programme: The ECOWAS Document called “Expected commitment from
National and regional authorities within the implementation of the WAPIS
Programme”, endorsed and signed by the Chairman of the ECOWAS Mediation and
Security Council, which binds all ECOWAS Member States and describes role and
contribution of the participants States involved in the Programme, will be used as the
reference for monitoring of the respect of mutual commitments. For Mauritania, an
Implementation Working Agreement (IWA) 1s foreseen

Import tax waiver: The Programme should seek to obtain a general import tax waiver
from implementing countries 1n order to facilitate the import of goods. This will be part
of the ECOWAS Document called “Expected commitment from National and regional
authorities within the implementation of the WAPIS Programme™.

Local IT partners: Considering the lack of technical expertise within law enforcement
agencies 1n beneficiary countries, the Programme should seek to establish partnerships
with competent local companies.

West African experts: In order to facilitate the adoption by beneficiary countries of the
necessary legal framework, the Programme should seek the involvement of West
African experts to work 1n close coordination and consultation with INTERPOL

Presence in countries: Country officers should be present in beneficiary countries, at a
minimum rate of once week every six weeks. Implementation in the region requires
regular on-site presence and the absence of Programme officers in the countries for more
than two months almost automatically generates a lagging period.

High-level motivated focal point: The Programme works 1n the beneficiary countries
through a focal point or “single point of contact” (SPOC). This person should be of
sufficiently high-level to “make things happen” within his/her own agency and to be
able to have impact on other participating agencies, while remaining at operational level.

7On 11 March 2014, the European Parliament and the Council of the European Union adopted the Regulation
(EU) No 230/2014 establishing an Instrument contributing to Stability and Peace (IcSP) which succeeds the
Instrument for Stability (IfS).
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4.5.

Overall objective and purpose

This programme 1s relevant for the United Nations 2030 Agenda for Sustainable Development.
It contributes primarily to the progressive achievement of SDG Goal 16 “Promote peaceful and
inclusive societies for sustainable development, provide access to justice for all and build
effective, accountable and inclusive institutions at all levels”, but also promotes progress
towards Goal 10 “Reduce 1nequality within and among countries”. This does not imply a
commitment by the sixteen countries benefiting from this Programme.

The overall objective of the WAPIS Programme 1s to increase the capacity of West African
law enforcement authorities to combat transnational crime and terrorism through enhanced
information management and sharing.

The purpose (specific objectives) of this Action are the following:

1.

8

3.

4.6.

To harmonize and structure the national and regional management of police information
in the broader West African region

To increase the capability of the West African law enforcement community to collect,
centralize, manage, and share their police data within the sub-region

To enhance global information sharing between West African law enforcement
community and the global law enforcement community

Expected results

The expected results of the Action are the following:

1.

Z:

4.7.

The implementation of WAPIS at national and regional levels 1s supported by national
governments and regional institutions;

The WAPIS system 1s implemented at national level including through the provision of
operational and technical support and training;

. The WAPIS regional data sharing platform 1s developed and implemented 1n

cooperation with the ECOWAS Commission and ECOWAS Member States (and
possibly Mauritania);

National WAPIS systems are linked up with INTERPOL channels through INTERPOL
National Central Bureaus;

ECOWAS Member States and Mauritania have adopted the required legal framework
at national and regional levels;

The WAPIS system 1s handed over to the national and regional authorities ensuring
systems sustainability.

Geographical Scope

The geographical scope of the Action covers the ECOWAS Member States and Mauritania.

4.8.

Target groups and final beneficiaries

The target groups of this Action are law enforcement agencies (Police, Gendarmerie, Customs,
Immigration Services, etc.) mobilised 1in each beneficiary country.

The final beneficiaries are the populations of the targeted countries.

16



Police authorities from INTERPOL’s other Member Countries , including the twenty-eight
European Union Member States, will be indirect beneficiaries of the Action.

4.9. Specific activities and methodology

In order to achieve the overall and specific objectives outlined above, the main activities to be
conducted during the implementation phase are the following (see the Action's Logframe in
Annex I for detailed indicators, including baselines and targets).

Result 1: The implementation of WAPIS at national and regional levels is supported by
national governments and regional institutions

Activity 1.1: Promoting WAPIS and gathering continuous support of ECOWAS Member States
and Mauritania

Methodology:

e Holding regular meetings with heads of national law enforcement agencies, including
participation to the WAPCCO meetings, in order to keep decision-making level
regularly updated on implementation progress and challenges.

e Ensuring regular presence of the Operations Coordinator and/or Country Officers at
WAPIS National Committees (WANACOs) meetings, including in view of producing
progress reports for Heads of participating law enforcement agencies.

e Through regular country presence, conducting capacity building, mentoring and peer-
coaching on the use and benefits of the WAPIS System to senior and middle-
management from national law enforcement authorities.

e Prior to implementation a detailed implementation agreement will be established and
endorsed at country level 1n view to ensure programme sustainability (see section 13).

Human resources:

e Head of Programme (lead), Operations Coordinator, ECOWAS Coordinator, and
Country Officers, Programme Communications Officer, Programme Administration
and Events Officer

Indicative targeted countries and Institutions

e Benin, Burkina Faso, Cape Verde, the Gambia, Ghana, Guinea-Bissau, Guinea, Ivory
Coast, Liberia, Mali, Nigeria, Niger, Senegal, Sierra Leone, Togo and Mauritania

e ECOWAS Commission, UEMOA

Activity 1.2: Facilitating cooperation between ECOWAS Member States and Mauritania, the
ECOWAS Commission, the European Union and INTERPOL through the WAPIS Strategic

Orientation Committee

Methodology:

e Ensure biannual reporting to the Strategic Orientation Committee, including through
progress and financial reports.
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e Ensure periodic reporting through periodic technical meetings and intermediate
reporting.

Human resources:

e Head of Programme (lead), Implementation Coordinator, Counsel, Operations
Coordinator, ECOWAS Coordinator, Programme Communications Officer,
Programme Administration and Events Officer.

Indicative targeted countries and Institutions

e Benin, Burkina Faso, Cape Verde, the Gambia, Ghana, Guinea-Bissau, Guinea, Ivory
Coast, Liberia, Mali, Nigeria, Niger, Senegal, Sierra Leone, Togo and Mauritania.

e ECOWAS Commission, UEMOA

Result 2: The WAPIS system is implemented at national level including through the
provision of operational and technical support and training

Activity 2.1: Continuously upgrading national WAPIS software based on user feedback
Methodology:

e Regularly collecting users’ feedback in the framework of dedicated WANACO
meetings.

e Establish a formal process to collect users' feedback (eg: functional mail box)

e Developing technical specifications, procurement and perform software upgrades.

Human resources:

e Information Systems Architect (lead), IT Programme Manager, Operations Coordinator,
Country Officers.

Indicative targeted countries

e Benin, Burkina Faso, Cape Verde, the Gambia, Ghana, Guinea-Bissau, Guinea, Ivory
Coast, Liberia, Mali, Nigeria, Niger, Senegal, Sierra Leone, Togo and Mauritania

Activity 2.2: Deploying scanning stations for the digitization of paper-based data
Methodology:

e Based on the findings of the needs assessments, setting-up of digitization platforms for
the conversion of existing paper-based police data into electronic data on offline WAPIS
stations.

e Traming and mentoring of appointed personnel for at least 1 year.

e Establish a formal process for performance follow up

Human resources:
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e Operations Coordinator (lead), Information Systems Architect, IT Programme Manager,
Country Officers.
Indicative targeted countries

e (Cape Verde, the Gambia, Guinea-Bissau, Guinea, Liberia, Nigeria, Senegal, Sierra
Leone, Togo.

Activity 2.3: Renovating allocated DACORE premises
Methodology:

e Performing necessary works to the allocated premises, including ensuring adequate
electrical infrastructure, access control, adequate server room conditions, and computer
wiring.

Human resources:

e Operations Coordinator (lead), Information Systems Architect, I'T Programme Manager,
Country Officers.

Indicative targeted countries

e Burkina Faso, Cape Verde, the Gambia, Guinea-Bissau, Guinea, Ivory Coast, Liberia,
Mauritania, Nigeria, Senegal, Sierra Leone, Togo

Activity 2.4: Procuring IT hardware for the DACORESs
Methodology:

e Identifying needs for setting up the DACORE and launch procurement process. The
country specific architecture will be in line with the global systems architecture as
approved by the Programme Steering and Coordination Committee (PSCC).

Human resources:

e Information Systems Architect (lead), IT Programme Manager, Implementation

Coordinator.

Indicative targeted countries

e Burkina Faso, Cape Verde, the Gambia, Guinea-Bissau, Guinea, Ivory Coast, Liberia,
Mauritania, Nigeria, Senegal, Sierra Leone, Togo.

Activity 2.5: Installing the national WAPIS software in DACOREs and migrate digitized
data

Methodology:
e Installing the WAPIS software on the procured IT hardware

e Migrating digitized police information into the WAPIS System.

Human resources:

19



e Information Systems Architect (lead), IT Programme manager, Operations Coordinator,
Country Officers.

Indicative targeted countries

e Burkina Faso, Cape Verde, the Gambia, Guinea-Bissau, Guinea, Ivory Coast, Liberia,
Mauritania, Nigeria, Senegal, Sierra Leone, Togo.

Activity 2.6: Extending connection to the national WAPIS system to key locations within
the greater capital area

Methodology:

e (Conducting needs assessments aiming at developing country-by-country deployment
strategies of the WAPIS System for the greater capital area with a particular focus on
ensuring the populating of the WAPIS System and its operationalization including
consultation of the system. Remote access to the WAPIS System shall be set-up within
participating law enforcement agencies, with the goal of facilitating populating the
System by allowing data entry directly from the location where police data 1s stored, 1.¢.
without moving encoding fiches. In particular, access shall be set-up 1n priority and as
soon as possible in the offices of criminal identification (i.e. where police information
on criminals and crime i1s stored). Key operational units shall also be connected in view
of the System’s operationalization.

e Sectting-up distant connected sites to the WAPIS System, using the most adequate
communication technology, as identified by the needs assessments. The number of
distant connected sites within the greater capital area will depend on the cost of setting-
up these connections vs the budget allocated equally by country

Human resources:

e Operations Coordinator (lead), Country Officers, Information Systems Architect, IT
Programme Manager; Implementation Coordinator.

Indicative targeted countries

Burkina Faso, Cape Verde, the Gambia, Guinea-Bissau, Guinea, Ivory Coast, Liberia,
Mauritania, Nigeria, Senegal, Sierra Leone, Togo.

Activity 2.7: Extending connection to the national WAPIS system beyond the greater
capital area (Benin, Ghana, Mali, Niger)

Methodology:

e (Conducting needs assessments aiming at developing country-by-country deployment
strategies of the WAPIS System beyond the greater capital area with a particular focus
on maximizing its operational impact. Remote access to the WAPIS System should be
set-up at selected law enforcement sites across the country, including major border
crossings and international airports.

e Setting-up distant connected sites to the WAPIS System, using the most adequate
communication technology, as identified by the needs assessments. The number of
distant connected sites beyond the greater capital area will depend on the cost of setting-
up these connections vs the budget allocated equally by country
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Human resources:

e Operations Coordinator (lead), Country Officers, Information Systems Architect, IT
Programme Manager, Implementation Coordinator.

Indicative targeted countries

e Benin, Ghana, Mali, and Niger.

Activity 2.8 Providing communication equipment for street controls

Methodology:

e Identifying needs and purchasing police communication equipment for street controls.

Human resources:

e Operations Coordinator (lead), Country Officers, Information Systems Architect, IT
Programme Manager.

Indicative targeted countries

e Benin, Burkina Faso, Cape Verde, the Gambia, Ghana, Guinea-Bissau, Guinea, Ivory
Coast, Liberia, Mali, Nigeria, Niger, Senegal, Sierra Leone, Togo and Mauritania.

Activity 2.9: Establishing a training strategy and preparing training materials
Methodology:

e Developing, based on the pilot experience and the support from INTERPOL Capacity
Building Directorate, a training strategy for staff working on the WAPIS System,
including train-the-trainers components aiming at ensuring sustainability of in-house
training.

Human resources:

e (Change Management and Product Manager (lead), Training Officer, Operations
Coordinator, Country Officers, Information Systems Architect, IT Programme
Manager.

Indicative targeted countries and Institutions

e Benin, Burkina Faso, Cape Verde, the Gambia, Ghana, Guinea-Bissau, Guinea, Ivory
Coast, Liberia, Mali, Nigeria, Niger, Senegal, Sierra Leone, Togo and Mauritania

e ECOWAS Commission, UEMOA

Activity 2.10: Providing "train the trainers" sessions for national WAPIS system
operators

Methodology:

8 Activity 2.6, 2.7 and 2.8 will be implemented in phase, following the progress of the previous activities
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e Sclecting the WAPIS System operators, supervisors and administrators in close
cooperation with the WANACOs.

e Providing country-by-country tailored training sessions, possibly including the pilot
countries.

e Possible development of an e-learning platform (English/French/Portuguese).
e Ensuring continuous assistance through the Country Officers’ presence.
Human resources:

e (Change Management & Product Manager (lead), Training Officer, Operations
Coordinator, and Country Officers.

Indicative targeted countries

e Benin, Burkina Faso, Cape Verde, the Gambia, Ghana, Guinea-Bissau, Guinea, Ivory
Coast, Liberia, Mali, Nigeria, Niger, Senegal, Sierra Leone, Togo and Mauritania.

Activity 2.11: Providing IT training to DACORE IT staff
Methodology:
e Providing tailored traimning sessions.

e Organising at least once a year a workshop of all the DACORE IT administrators to
exchange and share experiences

e Ensuring continuous assistance through the channel of the IT Programme Manager.
Human resources:

e Information Systems Architect (lead), IT Programme Manager, Change Management &
Product Manager, Operations Coordinator, Country Officers.

Indicative targeted countries

e Benin, Burkina Faso, Cape Verde, the Gambia, Ghana, Guinea-Bissau, Guinea, Ivory
Coast, Liberia, Mali, Nigeria, Niger, Senegal, Sierra Leone, Togo and Mauritania.

Activity 2.12: Providing information security and personal data protection training
Methodology:

e Based on the training programme developed in the pilot phase and the support from
INTERPOL Capacity Building Directorate, preparing a training plan with
accompanying teaching materials.

e Providing tailored training sessions to all statf working on the WAPIS System.
e Possible development of an e-learning platform (English, French, Portuguese).

e Ensuring continuous assistance through the channel of the Country Officers.

Human resources:

e (Counsel (lead), Legal Officer, Change Management & Product Manager, Training
Officer, Operations Coordinator, Country Officers.
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Indicative targeted countries and Institutions

e Benin, Burkina Faso, Cape Verde, the Gambia, Ghana, Guinea-Bissau, Guinea, Ivory
Coast, Liberia, Mali, Nigeria, Niger, Senegal, Sierra Leone, Togo and Mauritania

e ECOWAS Commission, UEMOA

Activity 2.13: Assisting law enforcement agencies designing and implementing processes
for data collection and processing

Methodology:

e Providing tailored advice and mentoring law enforcement agencies in designing and
implementing data collection processes.

e Using the annual workshop of the legal Focal Points for exchanging and sharing
experiences.

Human resources:

e (Change Management & Product Manager (lead), Operations Coordinator, Counsel,
Legal Officer, and Country Officers.

Indicative targeted countries

e Benin, Burkina Faso, Cape Verde, the Gambia, Ghana, Guinea-Bissau, Guinea, Ivory
Coast, Liberia, Mali, Nigeria, Niger, Senegal, Sierra Leone, Togo and Mauritania.

Activity 2.14: Assisting countries defining the required organization to effectively operate
the DACORE

Methodology:

e Providing tailored advice and mentoring to effectively integrate the WAPIS System
within participating law enforcement agencies’ processes.

Human resources:

e (Change Management & Product Manager (lead), Operations Coordinator, Counsel,
Legal Officer, and Country Officers.

Indicative targeted countries

e Benin, Burkina Faso, Cape Verde, the Gambia, Ghana, Guinea-Bissau, Guinea, Ivory
Coast, Liberia, Mali, Nigeria, Niger, Senegal, Sierra Leone, Togo and Mauritania.

Activity 2.15: Ensuring IT support to national WAPIS system (maximum of two years after
launching of the system at national level)

Methodology:

e On top of the first-level support provided by the Programme via local IT companies,
assisting countries with technical 1ssues arising from the use of the WAPIS System.

Human resources:
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e Information Systems Architect (lead), IT Programme Manager, Operations Coordinator,
Country Officers.

Indicative targeted countries

 Benin, Burkina Faso, Cape Verde, the Gambia, Ghana, Guinea-Bissau, Guinea, Ivory
Coast, Liberia, Mali, Nigeria, Niger, Senegal, Sierra Leone, Togo and Mauritania.

Activity 2.16: Promoting the inclusion of WAPIS 1n the national police training curricula

Methodology:

e Working in cooperation with national law enforcement training bodies to include the
use of the WAPIS System 1n training curricula.

Human resources:

e Head of Programme (lead), Change Management & Product Manager, Operations
Coordinator, and Country Officers.

Indicative targeted countries

Benin, Burkina Faso, Cape Verde, the Gambia, Ghana, Guinea-Bissau, Guinea, Ivory
Coast, Liberia, Mali, Nigeria, Niger, Senegal, Sierra Leone, Togo and Mauritania

Activity 2.17: Organise an INTERPOL Operation Infra in West Africa with the

participation of all beneficiary countries, targeting international fugitives wanted for serious
crimes with a view to localising and arresting them

Methodology:

e INTERPOL Operation INFRA targets international fugitives wanted for serious crimes
with a view to localising and arresting them. In the framework of Operation Infra,
investigators from participating countries are invited, during two operational meetings,
to propose priority cases of fugitives believed to be hiding abroad. Information on
selected cases will be inserted 1n the participating countries’ WAPIS System and shared
with INTERPOL and among investigators in order to cross this information with
information contained in INTERPOL databases and by other participating countries.
This process, and subsequent work by INTERPOL staff, will allow building complete
fugitives files, which will be used during the operational phase, where investigators and
INTERPOL staft will work at locating priority targets, with a view towards arrest and
extradition. Following this, a media phase will call to the general public for information
on unresolved cases, with a view to making additional arrests. Investigators from
participating countries will be encouraged, in coordination with SPOCs, to insert wanted
criminals’ data into their respective WAPIS System, thus contributing to the
operationalization of the System. In addition, the arrests that will likely result from the
Operation will help building support for the System by showcasing its operational value.

e The Operation includes two operational meetings, one week-long operational phase, and
a media phase. For further details, see Annex IV.

Human resources:
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e Head of INTERPOL Fugitives Investigations Support (FIS) (lead), FIS staff, Operations
Coordinator, Country Officers, Programme Communications Officer, Programme
Administration and Events Officer.

Indicative targeted countries and Institutions

e Benin, Burkina Faso, Cape Verde, the Gambia, Ghana, Guinea-Bissau, Guinea, Ivory
Coast, Liberia, Mali, Nigeria, Niger, Senegal, Sierra Leone, Togo and Mauritania.

e ECOWAS Commission, UEMOA

Result 3: The WAPIS regional data sharing platform is developed and implemented in
cooperation with the ECOWAS Commission and ECOWAS Member States (and possibly
Mauritania)

Activity 3.1: Assisting ECOWAS Commission conducting negotiation in view of identifying
the type of regional data sharing mechanism

Methodology:

e Based on the result of the study of the regional platform conducted under WAPIS 3T,
assisting ECOWAS Commission by providing materials, to organise an ECOWAS
Expert Committee to discuss the options for the regional data exchange mechanism.

e Assisting ECOWAS Commission to take advantage of the Annual General Assembly
of the West African Police Chiefs Committee (WAPCCO) and the subsequent meeting
of Ministers 1n charge of security to seek endorsement of the type of regional data
sharing mechanism.

Human resources:

e Head of Programme (lead), ECOWAS Coordinator, Counsel, Legal Officer, Operations
Coordinator, and Country Officers, Programme Administration and Events Officer,
Programme Communications Officer.

Indicative targeted countries and Institutions

e Benin, Burkina Faso, Cape Verde, the Gambia, Ghana, Guinea-Bissau, Guinea, Ivory
Coast, Liberia, Mali, Nigeria, Niger, Senegal, Sierra Leone, Togo, and possibly
Mauritania.

e ECOWAS Commission, UEMOA

Activity 3.2: Developing the regional WAPIS software system according to the adopted
regional legal framework and the defined processes for data processing and exchanging

Methodology:

e Based on the regional data sharing mechanism selected by ECOWAS Commission and
its Member States, developing the technical specifications in order to select a Company
that will develop the software.

Human resources:

e Information Systems Architect (lead), IT Programme Manager, ECOWAS Coordinator,
Operations Coordinator, Country Officers.
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Indicative targeted countries and Institutions

e Benin, Burkina Faso, Cape Verde, the Gambia, Ghana, Guinea-Bissau, Guinea, Ivory
Coast, Liberia, Mali, Nigeria, Niger, Senegal, Sierra Leone, Togo, and possibly
Mauritania.

e ECOWAS Commission, UEMOA

Activity 3.3: Providing the necessary IT infrastructure for regional data sharing

Methodology:

e On the basis of the regional data sharing mechanism selected by ECOWAS and 1its
Member States, developing the technical specifications and procurement in order to
provide 1f necessary the IT Infrastructure.

Human resources:

e Information Systems Architect (lead), IT Programme Manager, ECOWAS Coordinator,
Operations Coordinator, Country Officers.

Indicative targeted countries and Institutions

e Benin, Burkina Faso, Cape Verde, the Gambia, Ghana, Guinea-Bissau, Guinea, Ivory
Coast, Liberia, Mali, Nigeria, Niger, Senegal, Sierra Leone, Togo, and possibly
Mauritania.

e ECOWAS Commission, UEMOA

Activity 3.4: Installing the regional WAPIS software
Methodology:

e According to the regional data sharing mechanism selected by ECOWAS, support the
Company selected for the development in installing the regional software in the
premises defined.

Human resources:

e Information Systems Architect (lead), IT Programme Manager, ECOWAS Coordinator,
Operations Coordinator, Country Officers.

Indicative targeted countries and Institutions

e Benin, Burkina Faso, Cape Verde, the Gambia, Ghana, Guinea-Bissau, Guinea, Ivory
Coast, Liberia, Mali, Nigeria, Niger, Senegal, Sierra Leone, Togo, and possibly
Mauritania.

e ECOWAS Commission, UEMOA
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Activity 3.5: Ensuring IT support of the regional WAPIS platform (maximum two years and
not beyond the implementation period)

Methodology:

e (Contracting maintenance support with company (ies) to ensure corrective and upgrade
maintenance of the platform, hardware and software.

Human resources:

e Information Systems Architect (lead), IT Programme Manager, ECOWAS Coordinator
Operations Coordinator, Country Officers.

Indicative targeted countries and Institutions

e Benin, Burkina Faso, Cape Verde, the Gambia, Ghana, Guinea-Bissau, Guinea, Ivory
Coast, Liberia, Mali, Nigeria, Niger, Senegal, Sierra Leone, Togo, and possibly
Mauritania.

e ECOWAS Commission, UEMOA

Result 4: National WAPIS systems are linked up with INTERPOL channels through
INTERPOL National Central Bureaus

Activity 4.1: Connecting national WAPIS systems to INTERPOL 1-24/7 through National
Central Bureaus (NBCs)

Methodology:

e Direct connectivity between each country’s INTERPOL National Central Bureau
(NCB) and DACORE will be set-up 1n order to enable law enforcement officers working
on the WAPIS System, in the DACORE:S or in law enforcement agencies’ own facilities,
to directly query information shared through INTERPOL’s 1-24/7 and to share
authorized national police data globally through INTERPOL’s 1-24/7.

Human resources:

e Information Systems Architect (lead), IT Programme Manager, Operations Coordinator,
Country Officers.

Indicative targeted countries

e Burkina Faso, Cape Verde, the Gambia, Guinea-Bissau, Guinea, Ivory Coast, Liberia,
Mauritania, Nigeria, Senegal, Sierra Leone, Togo.

Activity 4.2: Setting-up, where necessary, the technical and human resources mechanisms
allowing the transmission of information from national WAPIS systems to INTERPOL via

NBCs
Methodology:
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e Support the countries to i1dentify the adequate processes or mechanism necessary to
transfer the information from national WAPIS systems to INTERPOL.

Human resources:

e Operations Coordinator (lead), Counsel, Legal Officer, Country Officers, Information
Systems Architect, IT Programme Manager.

Indicative targeted countries

e Benin, Burkina Faso, Cape Verde, the Gambia, Ghana, Guinea-Bissau, Guinea, Ivory
Coast, Liberia, Mal1, Mauritania, Nigeria, Niger, Senegal, Sierra Leone, Togo.

Activity 4.3: Setting-up, where necessary, the technical and human resources mechanisms
allowing the direct consultation of INTERPOL information directly from national WAPIS
systems work stations

Methodology:

e Support the countries to 1dentify the adequate processes or mechanism necessary to
allow operators from national WAPIS systems to query INTERPOL databases.

Human resources:

e Operations Coordinator (lead), Country Officers, Information Systems Architect, IT
Programme Manager.

Indicative targeted countries

e Benin, Burkina Faso, Cape Verde, the Gambia, Ghana, Guinea-Bissau, Guinea, Ivory
Coast, Liberia, Mal1, Mauritania, Nigeria, Niger, Senegal, Sierra Leone, Togo.

Result 5: The ECOWAS Member States (and possibly Mauritania) have adopted the
required legal framework at national and regional levels

Activity S.1: Promoting and, i1f necessary, assisting countries in the adoption of an appropriate
legal framework at national level for the collection, the processing and the exchange of
electronic police data

Methodology:

e Making sufficient legal research on existing legal instruments at national, regional and
international level in view of the creation of national police databases and of a regional
police data-sharing platform in West Africa.

e Foster discussion and inform Member Countries of the legal requirements for the
setting-up of national databases, including through a dedicated legal seminar.

e Foster discussion and initiate work between countries and ECOWAS on the legal
framework necessary for the setting up of a regional police dat<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>